1S-2.004 Purchase, Sale, and Uses of Voting Equipment and Systems
(1) Purpose. This rule provides uniform policies, procedures and best practices for the purchase, sale, and use of voting equipment or system including assessments of certified voting systems and beta testing of pre-certified modifications to certified voting systems.

(2) Definitions. The terms herein have the following meaning:

(a) “Beta Test” means any activity that assesses a change or modification to a county’s certified voting equipment or system in preparation for the state’s formal certification or approval process.

(b) “Division” means the Division of the Florida Department of State.

(c) “Governing body” is defined as set forth in Section 101.292(1), F.S.

(d) “Purchase” refers to a contract to buy, lease, rent, or acquire voting equipment or system.

(e) “Sale” refers to a contract to sell or otherwise dispose of voting equipment or system in return for a valuable consideration.

(f) “Voting equipment” is defined as set forth in Section 101.292(2), F.S.

(g) “Voting system” is defined as set forth in Section 97.021(44), F.S.

(3) Regulations for Purchase.

(a) Competitive Solicitation Process.

1. When the individual or combined total purchase or sale price of voting equipment or system exceeds the threshold amount for Category Two purchases under Section 287.017, F.S., the governing body shall follow the applicable local procurement policies, procedures and rules for competitive solicitation to the extent not otherwise addressed in this subsection.

2. If the governing body determines, pursuant to Section 101.293, F.S., that an emergency situation exists or that there is only a single source available for the voting system or equipment, the chair of the governing body shall certify the situation and conditions for the exception to the Division within 10 days of the governing body’s approval to acquire the equipment or system outside the competitive solicitation process and any requirements in this subsection.

3. The governing body shall enter all bids, tabulations of bids, and responses related to bids in a permanent record and maintain the record for public inspection upon request, subject to exemptions or restrictions under applicable public records and copyright laws.

(b) Notice of Bid. The governing body shall provide notice to the Division of all invitations to bid for the purchase of new or used voting equipment or system subject to this subsection.
(c) Content of Competitive Bid. All bid invitations shall specify at a minimum, the following information:

1. Name and address of governing body.

2. Date of issuance.

3. Required time, place and terms of delivery and any other delivery conditions.

4. Date, hour and place of opening bids.

5. Surety requirements, if any.

6. Quantity of voting equipment or system to be furnished under each item.

7. Any specifications or other description establishing the capability of such voting equipment or system including its compliance with Section 101.5606, F.S.

8. A statement that the voting equipment or system must be certified under the Florida Election Code prior to its acquisition or purchase.

9. A statement that the governing body reserves the right to reject any and all bids.

10. A statement that the bidder must indicate any cash discounts or terms of discounts provided if the bid is accepted.

11. A statement that the bidder must include all costs for delivery, storage, freight and packing to the address on the bid invitation unless otherwise specified.

12. Any other general conditions or special provisions that the bidder must meet or that are otherwise required by the governing body.

(d) Deliveries. All deliveries of purchased equipment shall be subject to inspection at time of delivery and require written certification by the vendor of proper delivery.
(e) Acceptance. The Supervisor of Elections shall forward to the Division a copy of the vendor certification required by Section 101.294, F.S.

(f) Notice of Rejection. A governing body or supervisor of elections may reject a voting equipment or system that fails in any respect to meet the standards for certification under state law, that fails to meet the specifications upon which the award was based or representations of the vendor, or that is defective. Notice of any rejection, based on defects that would be disclosed at the time of delivery or by ordinary methods of inspection, will be given to the supplier and the carrier within 10 days after delivery of the item(s). Notice of latent defects that would make the items unfit for the purpose intended may be given by the governing body or Supervisor of Elections any time after acceptance.

(4) Sale of Voting Equipment and Voting System.

Each governing body or Supervisor of Elections shall certify in writing to the Division the anticipated terms of the sale of voting equipment or system and that the sale will not adversely affect the Supervisor of Elections or the governing body’s duties under federal or state law to comply with or perform as pertains to elections.

(5) Uses of voting equipment or system.

(a) Routine use. No equipment or software may be used with a voting system unless listed within the voting system’s current certification or earlier version, or a configuration defined within the voting system’s documentation. Critical elements of the voting system may be replicated to serve as a backup system. Critical elements include the software and database modules that comprise the election management system. Unmodified commercial-off-the-shelf (COTS) items may be replaced with like-kind items upon written concurrence from the voting system vendor and the Division. A vendor’s uniquely qualified COTS that must comply with the vendor’s Florida certification may not be replaced with like-kind items.

(b) Improvement to the election process. A certified system may be used in any manner approved by the vendor in an effort to improve the election process. However, any deviation from the documented procedures or manual for use and operation of the voting system must be approved in writing by the Division and notice provided to the vendor. Such documentation may be in the form of user notes, technical bulletins, or other suitable format.

(c) Training and education. A voting system may be used for training or educational purposes, provided security procedures include backup and sufficient safeguards to protect the database(s) and software from inadvertent or intentional corruption.

(d) Assessment. A Supervisor of Elections or a governing body may use a certified voting system in an assessment to examine or evaluate the system’s security procedures, access control, system reliability and accuracy. The Supervisor of Elections shall implement appropriate procedures. A duplicate or backup voting system in lieu of a live system shall be used in any assessment whenever practicable.

1. An assessment may be conducted as a routine test, a system audit or an examination of the functionality of the software and firmware, including penetration testing. An assessment may also be conducted to identify or detect or to further examine any identified or detected potential or actual deficiency, problem, vulnerability or flaw in a certified voting system that relates to its hardware, software, design, operation, vote tabulation, access control, system reliability and accuracy, or security including the potential for unauthorized manipulation and fraud. If a potential or actual deficiency, problem, vulnerability is identified or detected, the Supervisor of Elections must notify the Division and the affected vendor in writing no later than 10 days regardless of whether an assessment is conducted. The notice must include a description of the actual or proposed process to replicate, correct or mitigate the deficiency, problem, vulnerability or flaw.

2. Although the Supervisor of Elections is responsible for the conduct of an assessment, he or she may use the services of an independent professional person or entity. The services of an appropriate skill assessment team who are educated and experienced in assessments and whose credentials have been approved by the governing body may be used.

3. The Supervisor of Elections shall notify in writing the Division of its intent to conduct an assessment and include a test plan.
4. No assessment may be conducted within 45 days of a special, primary, general or presidential preference primary election.

5. Subject to minimum security standards for voting systems and the public records and copyright laws, the assessment of the voting system shall be conducted in public, and on location in the county of the respective Supervisor of Elections. The Supervisor of Elections shall publish on his or her official website, 14-day advance notice of the scheduled assessment. The supervisor shall also notify the vendor(s) of the certified voting system or equipment components affected by the test or assessment.

6. The Division may be present at the assessment or have access, in accordance with authority under Section 101.58, F.S.
7. The Supervisor of Elections shall ensure that the process and results of the assessment are documented. A written report shall be submitted to the Division no later than 20 days after the assessment is completed. The report shall include any recommendations for addressing any identified potential or actual deficiency, problem, vulnerability, or flaw. The Supervisor of Elections shall also flag all information in the report that is confidential and exempt under the public records law or otherwise protected under the copyright laws in a separate addendum to the report.

8. A copy of the report shall also be provided to the vendor(s) whose equipment or system was the subject of the assessment. The vendor(s) of the voting equipment or system affected by the assessment has 10 days from receipt of the assessment report to respond in writing to the Supervisor of Elections, the governing body and the Division.

9. The Supervisor of Elections shall develop and implement all available security procedures to correct or mitigate any adverse effect resulting from a deficiency, problem, flaw or vulnerability identified or detected by the assessment report.

10. After review of the report and vendor’s response, the Division shall conduct, as needed, further studies, issue technical advisories to the supervisors of elections and the governing body regarding the results of the assessment, implement revised or new minimum security standards pursuant to Section 101.015(4), F.S., relating to the voting system, and determine if changes to the systems need to be made for subsequent certification.

(e) Beta testing. A Supervisor of Elections may conduct a beta test of non-certified voting equipment or system. A beta test can use a certified system, but the certified system needs to be imaged and reinstalled after the beta test. A system image is a copy of the entire state of a computer system stored in a non-volatile location.

1. The Supervisor of Elections shall provide written notice to the Division of its intent to conduct a beta test and include a test plan. The test plan must include, at a minimum, information about how or whether the new voting equipment or system or a certified voting equipment or system is being altered for purposes of the beta-test. The test plan must also include provisions that comply with the public records and copyright laws.

2. The Division of Election will review the test plan before the beta test is conducted. The Division does not need to approve the test plan if secondary hardware units will be used to conduct the assessment.
3. A beta test may not be performed within 45 days of a special, primary, general or presidential preference primary election.
4. The Supervisor of Elections shall ensure that the process and results of the beta test are documented. After completion of the beta test, a written report must be submitted to the Division and the vendor(s) whose voting equipment or system was beta tested. The test report shall include any recommendations for addressing any identified potential or actual deficiency, problem, vulnerability, or flaw. The Supervisor of Elections shall also flag all information in the test report that is confidential and exempt under the public records law or otherwise protected under the copyright laws in a separate addendum to the report.

(6) Notice of issues.

1. At any time during the purchase, sale, or use of voting equipment or voting system, a Supervisor of Elections or the governing board discovers that the equipment or system fails in any respect to meet the standards for certification under state law or fails to meet the specifications upon which a contract, agreement or other written representation was based, the Division shall be notified in writing.

2. A vendor of a certified voting system shall immediately notify the Division of any condition that may cause the vendor’s product to fail in any respect to meet the standards for certification of voting equipment or system under state law.

3. The Division shall notify Supervisors of Elections when a certified voting equipment or voting system fails in any respect to meet the standards for certification under state law or when it has identified a potential or actual deficiency, problem, vulnerability or flaw identified or detected in a certified voting system that relates to its hardware, software, design, operation, vote tabulation, access control, system reliability and accuracy, or security. Such notice may be in the form of a technical advisory or bulletin, or other suitable format.

(7) Vendor Lists Maintained. The Division shall maintain on its website a current list of vendors for certified voting equipment and systems in the State. 
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