60DD-7.012 Operations and Maintenance Phase.

(1) Objective. The emphasis of this phase is to ensure that the users’ needs are met and the system continues to perform as specified in the operational environment. Additionally, as operations and maintenance personnel monitor the current system they may become aware of better ways to improve the system and therefore make recommendations. Changes will be required to fix problems, possibly add features and make improvements to the system. This phase will continue as long as the system is in use.

(2) Tasks and Activities. The following tasks and activities performed during the Operations and Maintenance Phase may vary depending on the project:

(a) Identify Systems Operations. This may be performed by one or more users depending on the size of the system and the number of platforms. The Operations Manual should have been prepared which identifies tasks, activities and responsible parties for performing day-to-day system operations. This Manual should continue to be updated as needed. Key tasks and activities include:

1. Ensure that systems and networks are running and available during defined hours of operation;

2. Implement non-emergency requests during scheduled outages; 

3. Ensure all processes (manual and automated) are documented in the operating procedures and comply with system documentation;

4. Acquisition and storage of supplies;

5. Perform backups; 

6. Perform physical security functions including ensuring adequate personnel have proper security clearances and proper access privileges;

7. Ensure contingency planning for disaster recovery is current and tested;

8. Ensure users are trained on current and new processes;

9. Ensure that service level objectives are kept accurate and are monitored;

10. Maintain performance measurements, statistics, and system logs; and

11. Monitor performance statistics, reporting results and escalating problems when they occur.

(b) Maintain Data and Software Administration is needed to ensure that input and output data and databases are correct and continually checked for accuracy and completeness. This includes ensuring that regularly scheduled jobs are submitted and completed correctly. Key tasks and activities include:

1. Performing a periodic validation of data; correcting data related problems when necessary;

2. Performing Production Control and Quality Control functions;

3. Interfacing with other functional areas for day-to-day checking/corrections;

4. Installing, configuring, upgrading and maintaining databases (including updating processes, data flows and objects);

5. Developing and performing data/database backup and recovery routines for data integrity and recoverability;

6. Developing and maintaining a Performance and Tuning Plan for online processes and databases; and

7. Performing configuration/design audits to ensure software, system, parameter configurations are correct.

(c) Identify Problem Management and Change Management Process. A User Satisfaction Review or Customer Satisfaction Survey should be periodically distributed to all, or a percentage of users, to determine if systems are accurate and reliable. Additionally, System administrators and operators should have a method to make recommendations for upgrade of hardware and/or system architecture. A request for modifications to a system may result in a new project and a new project initiation plan.

(d) Maintenance of System/Software. Daily operation of the system/software may necessitate that maintenance personnel identify potential modifications needed to ensure the system continues to operate as intended, and produces quality data. Modifications may be needed to provide new capabilities or to take advantage of hardware upgrades or new releases of system and application software used to operate the system. New capabilities may begin a new problem modification process resulting in a new project and a new project initiation plan.

(e) Maintenance of System Documentation. As modifications are made to the Production Environment, all previously prepared documents should be updated. This includes: System Security Plan, Operations Manual, Contingency Plan, and others as needed.

(3) Deliverables. The following deliverables shall be initiated during the Operations and Maintenance Phase:

(a) In-Process Review Report. In-Process Reviews (IPR) shall be scheduled on a predetermined schedule (quarterly recommended, but at least once a year) to monitor performance measures against baseline measures. Results of this review may be documented in an In-Process Review Report.

(b) User Satisfaction Reports which can be used as a tool to determine the current user satisfaction with the performance capabilities of an existing application or initiate a proposal for a new system.

(4) Phase Review and Approvals. Review activities will occur periodically to determine whether:

(a) The system is operating as intended and meeting performance expectations;

(b) The system is not operating as intended and needs corrections or modifications; and

(c) The users are satisfied with the operation and performance of the system.

(d) Any major system modifications needed after the system has been implemented will follow the Information Systems Development Methodology as outlined in this rule chapter.
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