60DD-8.005 Security, Encryption Requirements, Radio Programming, and System Key Management.

(1) Personnel background checks are required for Interoperability Users but are not required for Third Party Subscribers, unless required by the Third Party Subscriber. Personnel background checks are required for system users of State Law Enforcement agencies and the State Technology Office, and for all contractor personnel who install or maintain the system.

(2) Access to physical facilities provided by Contractor as part of the Statewide Law Enforcement Radio System shall be limited to personnel of JTF Agency Users, the State Technology Office and its contractors, or personnel who are escorted by the same.

(3) Encryption is required for access to State interoperability talk groups, but is otherwise at the option of the Third Party Subscriber.

(4) The State Technology Office and its contractors shall be responsible for all radio programming for Third Party Subscribers on the Statewide Law Enforcement Radio System. The system key shall not be released outside the State Law Enforcement agencies, the State Technology Office and its contractors.

(5) The State Technology Office and its contractors shall be responsible for installing the encryption for Interoperability Talk Groups for Third Party Subscribers on the State Law Enforcement Radio System. The encryption key shall not be released by State Law Enforcement agencies, the State Technology Office and its contractors.

Specific Authority 282.106(16) FS. Law Implemented 282.1095 FS. History–New 6-26-05.

