60GG-5.001 Purpose and Applicability; Definitions.

(1) Purpose. The purpose of the Identity Management rule is to ensure that Identity Management Services provide secure, reliable and interoperable mechanisms for authenticating the identity of devices, application services, and Users that consume state information and application resources. This rule is modeled after the Identity Ecosystem Framework Baseline Functional Requirements v1.0, October 15, 2015.

(2) Applicability. This rule chapter applies to State Agencies.

(3) Definitions.

(a) The following terms are defined:

1. Agent – a non-human application or service acting in the digital environment on behalf of a human user.
2. Applicant – a party undergoing the processes of registration and identity proofing.

3. Assertion – a statement from an attribute provider to a relying party. Assertions may be used to communicate claims, attributes, identifiers, or digital identities.

4. DMS – the Department of Management Services.
5. Attribute – a named quality or characteristic that is claimed to be inherent in or ascribed to someone or something.

6. Authentication – a process of determining the validity of one or more credentials used to claim a digital identity.

7. Authentication Boundary – defines the scope of identities managed within a specific Identity Management service.

8. Authentication Protocol – a defined sequence of messages between a Claimant and the RP or CSP that demonstrates that the Claimant has control of a valid token to establish his or her identity.

9. Bona Fides – documentation that provides insight into an organization’s maturity, legitimacy, stability, and reputation.

10. Boundary – a physical or logical perimeter of an information system.

11. Cabinet Agency(ies) – the Department of Legal Affairs, the Department of Agriculture and Consumer Services, and the Department of Financial Services.
12. Claim – a statement about the user or agent asserting a property of the user or agent without necessarily containing identity information.

13. Claimant – a party whose identity is to be verified using an authentication protocol.

14. Compensating Control – a management, operational, and/or technical control (i.e., safeguard or countermeasure) employed by an organization in lieu of a recommended security control in the low, moderate, or high baselines that provides equivalent or comparable protection for an information system.

15. Credential – a set of data presented as evidence of a claimed digital identity.

16. Credential Service Provider (CSP) – a trusted entity that issues or registers subscriber tokens and issues electronic credentials to subscribers.

17. Credentialing – a process to bind an established digital identity with a credential.

18. Cryptography or Cryptographic – the practice and study of techniques for secure communication in the presence of third party adversaries.

19. Digital Identity – an attribute set that can be uniquely distinguished in a given context and can be used for a digital interaction.

20. Entity – any organization providing or using identity services.

21. Federation – an association comprising any number of credential service providers and identity providers.

22. Identity Assurance Level – the degree of confidence that an individual, organization, or device is who or what it claims to be.

23. Identity Management (IDM) Service – a registration, credentialing, authentication, identity proofing, or attribute management service that may be utilized by more than one relying party or system.

24. Identity Proofing – the process by which a CSP and a Registration Authority collect and verify information about a person for the purpose of issuing credentials to that person.

25. Identity Provider – an entity that creates, maintains, and manages trusted identity information.

26. Interoperability – the ability of independent systems to exchange meaningful information and initiate actions from each other, in order to operate together for mutual benefit. In particular, it envisages the ability for loosely-coupled independent systems to be able to collaborate and communicate.

27. Multifactor Authentication – authentication using two or more different factors. Factors include something one knows (e.g., password or personal identification number), something one has (e.g., cryptographic identification device, token), or something one is (e.g., physical location, biometric).

28. Open Standard – standards made available to the general public and are developed (or approved) and maintained via a collaborative and consensus driven process. Open Standards facilitate interoperability and data exchange among different products or services and are intended for widespread adoption.

29. Organization – an entity of any size, complexity, or positioning within an organizational structure.

30. Personal Information – see Sections 501.171(1)(g)1. and 817.568, F.S.

31. Registration – a process that establishes a digital identity for the purpose of issuing or associating a credential.

32. Registration Authority (RA) – a trusted entity that establishes and vouches for the identity or attributes of a subscriber to a CSP.

33. Relying Party (RP) – an agent or user that relies on an identity assertion or claim.

34. Security Control – the management, operational, and technical controls (i.e., safeguards or countermeasures) prescribed for an information system to protect the confidentiality, integrity, and availability of the system and its information.

35. Standard – a published statement on a topic specifying characteristics, usually measurable, that must be satisfied or achieved in order to comply with the Standard.

36. State Agency(ies) ‒ any official, officer, commission, board, authority, council, committee, or department of the executive branch of state government; the Justice Administrative Commission; and the Public Service Commission. The term does not include university boards of trustees or state universities, the Department of Legal Affairs, the Department of Agriculture and Consumer Services, or the Department of Financial Services as defined in Section 282.0041(33), F.S. (See Cabinet Agency(ies)).
37. Subscriber – a party who has received a credential or token from a CSP.

38. Token – something that the claimant possesses and controls that is used to authenticate the claimant’s digital identity.

39. Token Assurance Level – the degree of confidence that an individual, organization, or device has maintained control over what has been entrusted to him or her (e.g., token, identifier) and that the token has not been compromised (e.g., tampered with, corrupted, modified).

40. Token Control – the process of ensuring, through the use of a secure authentication protocol, that the token has remained in control of and is being presented by the identity that the token was issued to and has not been modified.

41. Transaction – a specialized interaction that involves an exchange of some kind.

42. Trust Criteria – set of benchmarks used to measure identity providers and token provider technical and operational controls with respect to registration and issuance, tokens, token and credential management, the authentication process, and assertions.

43. Trust Relationship – arrangements that ensure confidence. The overall approach of governing these trust relationships are referred to as federation.

44. User – an individual human being (see Agent).

45. Verifier – an entity that verifies the claimant’s identity by verifying the claimant’s possession and control of a token using an authentication protocol.
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