60GG-5.003 Identity Management.

(1) Assessment. Each State Agency shall:

(a) Identify all current State Agency owned or managed Identity Management (IDM) services that authenticate access to state managed data and application resources.

(b) Based on an assessment schedule developed by the agency, the agency shall perform and maintain an assessment that documents the gaps between requirements of the IDM rule and existing IDM services, applications, architectures and capabilities currently in place. At a minimum, the assessment must: identify any plans, target dates, and resources necessary to achieve compliance with each requirement of the IDM rule, and document any compensating controls or risk acceptance for requirements that are not applicable or cannot be met.

(c) Establish or identify a primary IDM service within each authentication boundary that complies with the requirements of this rule.

(d) Establish trust relationship criteria for any resources of the relying party being made available through a trust relationship.
1. Using the Federal Information Processing Standards (FIPS) Publication No. 199 (February 2004), which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-06498, evaluate the criticality and sensitivity of the resource that will be made available by the relying party through the trust relationship to users with credentials issued by the trusted identity provider and credential service provider.
2. Define a minimum level of Identity proofing to be performed by the identity provider when enrolling users to obtain credentials issued by the trusted identity provider.
3. Define a minimum token assurance level and token control that is appropriate for the resources, data or services of the relying party being accessed by users through the trust relationship.
4. Define the documentation (bona fides) required to provide evidence of the trusted identity providers’ and credential service providers’ ability to meet the requirements of the criteria.
5. Define end-user requirements to meet the privacy, confidentiality, and security criteria for the resources being made available by the relying party through the trust relationship.
6. Define the criteria for the protocol and data exchange format between the relying party and the trusted credential service provider.
7. Define the audit, accountability, and logging criteria for the trusted identity provider and credential service provider.
8. Evaluate the identity provider and credential service provider to ensure compliance with the established criteria for the resources being made available through the trust relationship.
9. Document trust relationship criteria evaluations and make the documentation available to DMS upon request.
10. Provide access to established trust relationship criteria for eligible users of resources of a relying party.

a. Establish interoperability between IDM services that will be used to provide access to resources of a relying party that meet the requirements of this rule and the requirements set by the relying party trust relationship criteria.

b. Implement compensating controls for IDM services that are unable to comply with a specific requirement due to the specific nature of a service or its environment. Compensating controls may include, but are not limited to, requiring users to utilize a compliant IDM service to access a non-compliant IDM service or application.

c. Submit assessments to DMS upon request.

(2) Interoperability.
(a) Third Party Authentication. Relying Parties must be capable of accepting external users authenticated by trusted third-party Identity Providers.
(b) Standardized Credentials. Identity Provider services must be consumable by more than one Relying Party and must utilize one or more of the following Standards:

1. The Kerberos Network of Authentication Service Version 5, The Internet Society, 2005, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08501;

2. The OAuth 2.0 Authorization Framework, Internet Engineering Task Force, October 2012, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08502;

3. OpenID Standard Connect Version 1.0, The OpenID Foundation, July 5, 2013, is incorporated by reference into this rule, a copy of which may be obtained from The OpenID Foundation, 2400 Camino Ramon, Suite 375, San Ramon, CA 94583, or www.openid.net;

4. Organization for the Advancement of Structured Information Standards (OASIS) PKCS #11 Cryptographic Token Interface Historical Mechanisms Specification, Version 2.4, Technical Committee, April 14, 2015, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08503;

5. Assertions and Protocol for the OASIS Security Assertion Markup Language, Version 1.1, Security Services Technical Committee; September 2, 2003, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08504;

6. Assertions and Protocols for the OASIS Security Assertion Markup Language, Version 2.0, Security Services Technical Committee, March 15, 2005, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08506;

7. OASIS Web Service Security: Simple Object Access Protocol (SOAP) Message Security, Version 1.1.1, Web Services Security Technical Committee, May 18, 2012, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08507;

8. Universal Authentication Framework, Version 1.1, The FIDO Alliance, October 5, 2016, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08508;

9. Universal 2nd Factor Overview, Version 1.1, The FIDO Alliance, September 15, 2016, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08510;

10. OASIS Web Service Federation Language, Version 1.2, May 22, 2009, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08511;

11. Web Services Policy 1.2 – Framework (WS-Policy), World Wide Web Consortium (W3C), April 25, 2006, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08512;

12. OASIS WS-SecureConversation, Version 1.3, OASIS Technical Committee, March 1, 2007, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08513;

13. OASIS Web Services Security Kerberos Token Profile, Version 1.1.1, The Technical Committee, May 18, 2012, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08514;

14. OASIS Web Services Security Rights Expression Language (REL) Token Profile, Version 1.1.1, The Technical Committee, May 18, 2012, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08516;

15. OASIS Web Services Security SAML Token Profile, Version 1.1.1, The Technical Committee, May 18, 2012, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08517;

16. OASIS Web Services Security: SOAP Message Security, Version 1.1, The Technical Committee, February 1, 2006, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08518;

17. OASIS Web Services Security Username Token Profile Version 1.1.1; The Technical Committee, May 18, 2012, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08520;

18. OASIS Web Services Security X.509 Certificate Token Profile, Version 1.1.1, The Technical Committee, May 18, 2012, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08522;

19. OASIS WS-SecurityPolicy, Version 1.3, OASIS Standard incorporating Approved Errata 01, The Technical Committee, April 25, 2014, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08525;

20. OASIS WS-Trust, Version 1.4, The Technical Committee, April 25, 2012, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08527;

21. X.509 PKI, An Internet Attribute Certificate Profile for Authorization, Networking Working Group, April 2002, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08528;

22. X.509 PKI, Certificate Management Messages over CMS, Network Working Group, April 2000, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08529;

23. Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework, Networking Working Group, March 1999, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08532;

24. Internet X.509 Certificate Request Message Format, Network Working Group, March 1999, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08533;

25. X.509 Internet Public Key Infrastructure Online Certificate Status Protocol – OCSP, Network Working Group, June 1999, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08534;

26. Internet X.509 Public Key Infrastructure (PKI) Proxy Certificate Profile, Network Working Group, June 2004, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08535;

27. Internet X.509 Public Key Infrastructure Qualified Certificates Profile, Network Working Group, January 2001, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08537;

28. Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP), Network Working Group, August 2001, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08538;

29. W3C SOAP Version 1.2 Part 1: Messaging Framework (Second Ed.), April 27, 2007, which is hereby incorporated into this rule by reference and may be found at: http://www.flrules.org/Gateway/reference.asp?No=Ref-08542.

(c) Standardized Data Exchanges. Identity Provider services must use one or more of the following Standard Data Exchange Formats: Extensible Markup Language (XML); JavaScript Object Notation (JSON); Resource Description Framework (RDF).
(d) Documented Processes: Identity Providers and Relying Parties must use documented business policies and processes in conducting their digital identity management functions, including internally and in Transactions between Identity Providers and Relying Parties.
(e) Third Party Compliance: State managed or third party service providers that provide digital identity management functions to the State must comply with each of the requirements specified in this Standard that apply to the consumers of that service.
(f) User Redress: Identity Providers must provide mechanisms for redress of complaints or problems arising from identity Transactions or the failure of the identity provider to comply with each of the requirements specified in this Standard. These mechanisms must be easy for Relying Parties to find and access.
(g) Accountability: Identity Providers must satisfy the requirements specified in this Standard, by documenting compliance auditing, validation, and verification.
(3) Privacy.
(a) Data Minimization: Identity Providers providing Claims or Attributes must not provide any more personal information than what is requested. Where feasible, Identity Providers must provide technical mechanisms to satisfy information requests of variable granularity, to support data minimization.
(b) Purpose Limitation: Relying Parties must limit the personal information that is collected, used, transmitted, or stored to the specified purposes of that transaction.
(c) Attribute Minimization: Relying Parties requesting Attributes must request only Attributes necessary for a transaction. Where feasible, Attributes shall be used, transmitted and stored in the form of Claims instead of actual Attribute values.
(d) Credential Limitation: Relying Parties must not request a user’s credentials unless necessary for the Transaction and then only as appropriate to the risk associated with the Transaction or to the risks to the parties associated with the Transaction.
(e) Data Storage Risk: Relying Parties must protect all stored Personally Identifiable Information in accordance with Chapter 60GG-2, F.A.C.
(f) Usage Notice: Relying Parties must provide concise, meaningful, and timely communication to Users describing how they collect, generate, use, transmit, and store and retain personal information.
(g) User Data Control: Identity Providers and Relying Parties must provide mechanisms to enable Users to access and correct Personal Information, unless prohibited by Chapter 119, F.S.
(h) Third-Party Limitations: Wherever Users make choices regarding the treatment of their Personal Information, those choices must be communicated effectively by Identity Providers or Relying Parties to any third-parties to which it transmits the Personal Information.
(i) User Notification of Changes: Identity Providers and Relying Parties must, upon any changes to a service or process that affects the prior or ongoing collection, generation, use, transmission, storage, or retention of Users’ Personal Information, notify those Users in writing within 30 days, and provide them with Compensating Controls designed to mitigate privacy risks that may arise from those changes, which may include permitting the User to withdraw from the service or process.
(j) User Option to Decline: Users must have the opportunity to decline registration; decline credential provisioning; decline the presentation of their credentials; and decline release of their attributes or claims.
(k) Optional Information: Relying Parties must clearly indicate to Users what Personal Information is mandatory and what Personal Information is optional prior to the Transaction.
(l) Data Retention and Disposal: Relying Parties must limit the retention of Personal Information to the time necessary for providing and administering the functions and services to users for which the information was collected. When no longer needed, Personal Information must be appropriately disposed of.
(m) Attribute Segregation: Wherever feasible, identifier data must be segregated from attribute data.
(4) Security.
(a) Security Practices. Agencies, State Managed, and Third Party Identity Providers must apply all Standards identified in Chapter 60GG-2, F.A.C., for systems that support their identity functions and services.
(b) Data Integrity: The confidentiality and integrity of identity, token, and credential data must be protected while the data is at rest and during transit.
1. Identity, token, and credential data must be encrypted at rest via utilization of secure cryptographic methods, based on 256 bit (or greater) Advanced Encryption System (AES) algorithms.
2. Identity, token, and credential data must be protected during transit via x.509 public key infrastructure (PKI), utilizing digital certificates, certificate signatures, and asymmetric or symmetric encryption algorithms. The x.509 Standard identifies required fields and values to be used in the certificate.
3. Applicants must be able to verify that the RA is a trusted source.
4. RAs must be able to verify the identity of an applicant.
5. Claimants must be able to verify that the CSP is a trusted source.
6. CSPs must be able to verify that the claimant is who they claim to be.
7. CSPs must track the credentials issued to each Subscriber.
8. RPs must be able to verify that the Credential presented by the Subscriber is from a trusted CSP.
(c) Token Control: Identity services that authenticate a user (or agent) must prove, through a secure authentication protocol, that the user (or agent) is presenting the appropriate token(s). Token Control is best demonstrated by a user providing token value through the authentication protocol (e.g., password, personal identification number, or biometric data).

(d) Multifactor Authentication: Identity services or verification services that authenticate a User must offer authentication mechanisms which augment or are alternatives to a password. Examples include a physical thing a User carries with them (computing device, USB token, mobile phone, key fob), biometric authentication, or any combination of these.
(e) Key Management: Identity Providers that use cryptographic solutions as part of identity management must implement key management policies and processes that address the following:
1. Generating keys for different cryptographic systems and different applications.

2. Generating and obtaining public keys.

3. Distributing keys to intended users, including how keys should be activated when received.

4. Storing keys, including how authorized users obtain access to keys.

5. Changing or updating keys, including rules on when and how keys should be changed.

6. Addressing compromised keys.

7. Archiving, revoking, and specifying how keys should be withdrawn or deactivated.

8. Recovering keys that are lost or corrupted as part of business continuity management.

9. Logging the auditing of key management-related activities.

10. Instituting defined activation and deactivation dates, and limiting the usage period of keys.

(f) Security Logs: Identity Providers and Relying Parties conducting digital identity management functions must log their Transactions and security events, in a manner that supports system audits, security investigations and regulatory requirements. Timestamp synchronization and detail of logs must be appropriate to the level of risk associated with the environment and Transactions.
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