Notice of Proposed Rule

DEPARTMENT OF MANAGEMENT SERVICES
Florida Digital Service
RULE NO.:
RULE TITLE:

60GG-2.0075
Unmanned Aerial Systems (UAS) Minimum Security Requirements

PURPOSE AND EFFECT: The proposed rule sets forth the minimum security standards for governmental agency drone use as required by Chapter 2021-165, Laws of Florida.

SUMMARY: On July 1, 2021, Chapter 2021-165, Laws of Florida, went into effect as a result of legislation passed during the 2021 Legislative Session. This law requires the Department to develop minimum security standards, including a list of approved manufacturers, for governmental agency drone use. The intent of this legislation was to protect the confidentiality, integrity, and availability of data collected, transmitted, or stored by a drone, specifically with regard to the potential for subterfuge by foreign adversaries. A staff analysis specifically noted that the United States Army discontinued use of drones manufactured by “Da Jiang Innovations (DJI), the world’s largest supplier of drones, including all DJI drones and systems that use DJI components or software, after alleging in a memo that the company shared critical infrastructure and law enforcement data with the Chinese government.” See, https://myfloridahouse.gov/Sections/Documents/loaddoc.aspx?FileName=h1049z2.CIV.DOCX&DocumentType=Analysis&BillNumber=1049&Session=2021.

On October 5, 2022, under the statutory requirement of the 2021 National Defense Authorization Act, the U.S. Department of Defense identified DJI as a Chinese military company operating directly or indirectly in the United States. See, https://www.defense.gov/News/Releases/Release/Article/3180636/dod-releases-list-of-peoples-republic-of-china-prc-military-companies-in-accord/. A 2022 Washington Post article goes further in stating that “[t]he Pentagon previously said the Chinese drones pose a national security threat, citing ‘an increased awareness of cyber vulnerabilities’ in the aircraft.” See, https://www.washingtonpost.com/national-security/2022/02/01/china-funding-drones-dji-us-regulators/.

Although DJI disputes the claims, it is still true that People’s Republic of China National Intelligence Law of 2017, Article 7, requires that “any organization or citizen shall support, assist and cooperate with the state intelligence work in accordance with the [National Intelligence] Law, and keep the secrets of the national intelligence work from becoming known to the public.”

Although much of the concern that led to the legislation has centered around DJI, which has the largest market share in the U.S. drone market, that company is just one example. The risk is not limited solely to DJI’s work with the Chinese government. The risk is present because of the data a drone may collect, where the data is stored, how the data is communicated, and the networks it uses to do so—and the possibility of exploitation at each of those steps. The risk is heightened in instances where the hardware and/or software are linked to a foreign country of concern but it still exists in drones manufactured elsewhere.

The State of Florida and governmental agencies hold a variety of data on Floridians, strategically important information about facilities, and sensitive data such as investigatory materials for law enforcement purposes, to name a few. Balancing the interest in protecting the data of the State of Florida, Floridians, and partners, against the ease of use of drone technology is the intent of the statutory language and this rule.

Following multiple in-person and virtual meetings, numerous written correspondence, and three in-person workshops across the State of Florida, the Department has considered numerous public comments from stakeholders, including state agencies, law enforcement, universities, manufacturers, mosquito control districts, and others. Having considered the broad cross section of drone use cases and statutory language, this rulemaking sets forth minimum security standards for governmental agency drone use with sufficient flexibility to distinguish between the risk presented by various kinds of drones and uses.

Although compliance with the rule requires an analysis of the capabilities of a drone in the context of its intended use, the U.S. Department of Defense has created a list of drones it has validated as secure that are likely to comply with the requirements of this rule provided they are used in a manner consistent with this rule.

SUMMARY OF STATEMENT OF ESTIMATED REGULATORY COSTS AND LEGISLATIVE RATIFICATION:

The Agency has determined that this will not have an adverse impact on small business or likely increase directly or indirectly regulatory costs in excess of $200,000 in the aggregate within one year after the implementation of the rule. A SERC has not been prepared by the Agency.

The Agency has determined that the proposed rule is not expected to require legislative ratification based on the statement of estimated regulatory costs or if no SERC is required, the information expressly relied upon and described herein: the agency, utilizing the expertise of its personnel, determined no SERC was required after completing the SERC checklist analysis.

Any person who wishes to provide information regarding a statement of estimated regulatory costs, or provide a proposal for a lower cost regulatory alternative must do so in writing within 21 days of this notice.

RULEMAKING AUTHORITY: 934.50, F.S.

LAW IMPLEMENTED: 934.50, F.S.

IF REQUESTED WITHIN 21 DAYS OF THE DATE OF THIS NOTICE, A HEARING WILL BE HELD AT THE DATE, TIME AND PLACE SHOWN BELOW:
DATE AND TIME: January 9, 2023, at 2:30 p.m.

PLACE: Betty Easley Conference Center, 4075 Esplanade Way, Room 171, Tallahassee, FL 32399.

Pursuant to the provisions of the Americans with Disabilities Act, any person requiring special accommodations to participate in this workshop/meeting is asked to advise the agency at least 5 days before the workshop/meeting by contacting: Gerard Steele, Governance and Training Manager, Department of Management Services, 4050 Esplanade Way, Suite 380H, Tallahassee, FL 32399, PH: (850) 414-5790, Email: gerard.steele@dms.fl.gov. If you are hearing or speech impaired, please contact the agency using the Florida Relay Service, 1(800)955-8771 (TDD) or 1(800)955-8770 (Voice).

THE PERSON TO BE CONTACTED REGARDING THE PROPOSED RULE IS: Gerard Steele, Governance and Training Manager, Department of Management Services, 4050 Esplanade Way, Suite 380H, Tallahassee, FL 32399, PH: (850) 414-5790, Email: gerard.steele@dms.fl.gov.

THE FULL TEXT OF THE PROPOSED RULE IS:

60GG-2.0075 Unmanned Aerial Systems (UAS) Minimum Security Requirements.
(1) Definitions. 
(a) “Data” means any electronic information of a Governmental Agency that is a public record, as defined in section 119.011(12), F.S.
(b) “Drone” has the same meaning as provided in section 934.50(2)(a), F.S.
(c) “Florida College System Institution” has the same meaning as provided in section 1000.21(3), F.S.
(d) “Foreign Country of Concern” has the same meaning as provided in section 286.101(1)(b), F.S.
(e) “Governmental Agency” has the same meaning as provided in section 934.50(7)(a)2., F.S.
(f) “Instructional Technology” means an interactive device used by a School that assists in instructing a class or a group of students and includes the necessary hardware and software to operate the interactive device. The term also includes support systems in which an interactive device may mount and is not required to be affixed to the facilities.
(g) “Open Data” means Data that is structured in a way that enables the Data to be fully discoverable and usable by the public. The term does not include Data that are restricted from public disclosure based on federal or state laws and regulations, including, but not limited to, those related to privacy, confidentiality, security, personal health, business or trade secret information, and exemptions from state public records laws; or Data for which a Governmental Agency is statutorily authorized to assess a fee for its distribution.
(h) “Research and Accountability Purposes” means Drone use by a Florida College System Institution or a State University in direct support of research on Drone hardware, operating systems, software, communications systems and protocols, components, and data practices for the purpose of understanding the existence and extent of potential threats and vulnerabilities, and mitigations thereto. This research must be conducted at the direction of a state of Florida agency or a federal agency, or a party contracted by a state of Florida agency or a federal agency to conduct the research. 
(i) “School” has the same meaning as provided in section 1003.01(2), F.S.
(j) “State University” has the same meaning as provided in section 1000.21(6), F.S.
(2) Approved Manufacturers. A Governmental Agency may only use a Drone from a manufacturer that meets the minimum security requirements specified in this rule. A manufacturer that meets such requirements is deemed an approved manufacturer for the given tier as specified in subsection (3). Notwithstanding a manufacturer’s designation as an approved manufacturer, the Governmental Agency is still required to ensure that the Drone it intends to use complies with all applicable provisions of this rule.
(3) Tiers.
	Tiers and Exceptions
	Description
	Applicable Minimum Security Requirements 

	Tier One
	A Drone that does not collect, transmit, or receive Data during flight. Examples of such Drones include Drones that navigate along pre-programmed waypoints and tethered Drones. A Drone used by a School exclusively as Instructional Technology shall be classified as Tier One Drone use. 
	Subsection (4), Foreign Countries of Concern; subsection (5), Standard Precautions.

	Tier Two
	A Drone that may collect, transmit, or receive only flight control Data, excluding visual and auditory Data.
	Subsection (4), Foreign Countries of Concern; subsection (5), Standard Precautions; subsection (6), Tier Two.

	Tier Three
	A Drone that may collect, transmit, or receive any Data, including visual and auditory Data.
	Subsection (4), Foreign Countries of Concern; subsection (5), Standard Precautions; subsection (6), Tier Two; subsection (7), Tier Three.

	Research and Accountability Purposes Exception
	Drones used for Research and Accountability Purposes are exempt from the requirements in subsection (4), (6), and (7). If using otherwise prohibited Drones for Research and Accountability Purposes, the Governmental Agency should weigh the goals of the research against the risk to networks and Data. 
 

A Governmental Agency using otherwise prohibited Drones under this exception must provide written notice to the Department of such use via email to drones@dms.fl.gov no later than 30 days prior to utilizing the exception. Such notice must state the intended purpose, participants, and ultimate beneficiaries of the research. 
 

To the extent allowable by law and existing agreement between the parties to the research, the State University or Florida College System Institution conducting research under this exception must, upon request of the Department, provide access to the research findings.
	Subsection (5), Standard Precautions.  


(4) Foreign Countries of Concern. A Governmental Agency may not purchase, acquire, or otherwise use a Drone or any related services or equipment produced by a manufacturer domiciled in, or produced by a manufacturer the Governmental Agency reasonably believes to be owned or controlled (in whole or in part) by, a Foreign Country of Concern.
(5) Standard Precautions. A Drone or its software in use by a Governmental Agency:
(a) Shall not connect directly to the internet.
(b) Shall not directly or indirectly connect to the network of a Governmental Agency except that:
1. A Drone or its software may connect directly to a computer or network that is isolated in a way that prevents access to the internet and any network where the Data of a Governmental Agency is held;
2. A Drone or its software may, using removable memory, connect indirectly to a computer or network that is isolated in a way that prevents access to any network where the Data of a Governmental Agency is held; and
3. Any transfer of Data between an isolated network described in sub-paragraphs 1. and 2. and a network where the Data of a Governmental Agency is held requires: 
a. an initial scan using antivirus or anti-malware software for malicious code on the computer that connected directly or indirectly to the Drone; 
b. the use of antivirus and anti-malware software during Data transfer; and
c. a scan of the destination of the transferred Data using antivirus or anti-malware software for malicious code.
(c) Shall not connect directly or indirectly with a telephone, tablet, or other mobile device issued by a Governmental Agency or that connects to a Governmental Agency network.
(d) Shall be used in compliance with all other applicable Data standards as required by law and the Governmental Agency’s own policy and procedure.
(6) Tier Two. A Drone or any related services or equipment used in accordance with Tier Two must, in addition to the requirements in paragraphs (4) and (5), meet the following minimum security requirements:
(a) Regardless of whether the Governmental Agency is an “agency” as defined in Rule 60GG-2.001, F.A.C., the Governmental Agency must comply with the portions of Rules 60GG-2.002, 2.003, and 2.004, F.A.C., that would by their nature be applicable to Drone use, its software, or any related services or interacting with any Data originating from the Drone or its use.
(b) Command-and-control communication shall use Wi-Fi Protected Access II (WPA2)-AES 128 or the highest available encryption.
(c) Data transferred shall utilize Transport Security Layer (TSL) encryption. 
(d) Firmware, logic boards, or software may not be produced by a manufacturer domiciled in, or produced by a manufacturer the Governmental Agency reasonably believes to be owned, controlled by, or otherwise connected to, a Foreign Country of Concern.
(7) Tier Three. A Drone or any related services or equipment used in accordance with Tier Three must, in addition to the requirements in paragraphs (4), (5), and (6), meet the following minimum security requirements:
(a) Data collected, transmitted, or stored must be restricted to the geographic location of the continental United States. Remote access to Data, other than Open Data, from outside the continental United States, is prohibited.
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