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NOTICE OF CHANGE

Notice is hereby given that the following changes have been made to the proposed rule in accordance with subparagraph 120.54(3)(d)1., F.S., published in Vol. 48 No. 239, December 12, 2022 issue of the Florida Administrative Register.

After receipt of a lower cost regulatory alternative, a statement of estimated regulatory costs was prepared for this rule, which may be found on the Department of Management Services rulemaking website at https://www.dms.myflorida.com/agency_administration/general_counsel/rulemaking.
60GG-2.0075 Unmanned Aerial Systems (UAS) Minimum Security Requirements.
(1) Definitions. 

(a) “Critical Component” means a Drone component related to: flight controllers, radio, data transmission devices, cameras, gimbals, ground control systems, operating software (including cell phone or tablet applications, but not cell phone or tablet operating systems), network connectivity, or data storage. Critical Components do not include, for example, passive electronics such as resistors, and non-data transmitting motors, batteries, and wiring.
(a) through (j) renumbered as (b) through (k) No change.

(2) No change.

(3) No change.

(4) No change.

(5) Standard Precautions. A Drone or its software in use by a Governmental Agency:

(a) Shall only not connect to directly the internet for purposes of command and control, coordination, or other communication to ground control stations or systems related to the mission of the Drone. If connecting to the internet under this paragraph, a Governmental Agency shall:
1. Require the command and control, coordination, or other ground control stations or systems to be secured and monitored; or
2. Require the command and control, coordination, or other ground control stations or systems to be isolated from networks where the Data of a Governmental Agency is held (e.g., air-gapping).
(b) Shall only not directly or indirectly connect to a computer or the network of a Governmental Agency if except that:
1. A Drone or its software may connect directly to a computer or network that is isolated in a way that prevents access to the internet and any network where the Data of a Governmental Agency is held;

2. A Drone or its software uses may, using removable memory to connect indirectly to a computer or network that is isolated in a way that prevents access to any network where the Data of a Governmental Agency is held; and

3. No change.

(c) Shall not connect directly or indirectly with a telephone, tablet, or other mobile device issued by a Governmental Agency that connects to a Governmental Agency network. Governmental Agency devices that are solely used for the command and control, coordination, or other communication to ground control stations or systems related to the mission of the of Drones that do not connect to the Governmental Agency’s network may be used.
(d) No change.

(6) Tier Two. A Drone or any related services or equipment used in accordance with Tier Two must, in addition to the requirements in paragraphs (4) and (5), meet the following minimum security requirements:

(a) No change.

(b) All Command-and-control communication to and from a Drone shall utilize a Federal Information Process Standard (FIPS) 140-2 compliant encryption algorithm use Wi-Fi Protected Access II (WPA2)-AES-128 or the highest available encryption.

(c) Data transferred shall utilize Transport Security Layer (TSL) encryption
(c)(d) Critical Components Firmware, logic boards, or software may not be produced by a manufacturer domiciled in, or produced by a manufacturer the Governmental Agency reasonably believes to be owned, controlled by, or otherwise connected to, a Foreign Country of Concern.

(7) Tier Three. A Drone or any related services or equipment used in accordance with Tier Three must, in addition to the requirements in paragraphs (4), (5), and (6), meet the following minimum security requirements:

(a) Data storage collected, transmitted, or stored must be restricted to the geographic location of the continental United States. Remote access to Data storage, other than Open Data, from outside the continental United States, is prohibited unless approved in writing by the Governmental Agency head or designee.

Rulemaking Authority 934.50, FS. Law Implemented 934.50, FS. History–New X-XX-23.
