Notice of Proposed Rule

DEPARTMENT OF LEGAL AFFAIRS
RULE NOS.:
RULE TITLES:

2-3.001

Florida Digital Bill of Rights – Authorized Person

2-3.002

Florida Digital Bill of Rights – Data Security

2-3.003

Florida Digital Bill of Rights – Enforcement

2-3.004

Florida Digital Bill of Rights – Standards for Authenticated Consumer Requests

PURPOSE AND EFFECT: The rules are being promulgated to implement Section 501.72(5), Florida Statutes.

SUMMARY: The proposed rule promulgations implement Section 501.72(5), Florida Statutes.

SUMMARY OF STATEMENT OF ESTIMATED REGULATORY COSTS AND LEGISLATIVE RATIFICATION:

The Agency has determined that this will not have an adverse impact on small business or likely increase directly or indirectly regulatory costs in excess of $200,000 in the aggregate within one year after the implementation of the rule. A SERC has not been prepared by the Agency.

The Agency has determined that the proposed rule is not expected to require legislative ratification based on the statement of estimated regulatory costs or if no SERC is required, the information expressly relied upon and described herein: Upon consideration of the economic impact of these rules, the agency determined that a Statement of Estimated Regulatory Costs (SERC) was not necessary and that the rule promulgation will not require ratification by the Legislature. The proposed rulemaking will not have an adverse impact or affect regulatory costs in excess of $1 million within five years as established in Sections 120.541(2)(a)1., 2., and 3., F.S.

Any person who wishes to provide information regarding a statement of estimated regulatory costs, or provide a proposal for a lower cost regulatory alternative must do so in writing within 21 days of this notice.

RULEMAKING AUTHORITY: 501.72(5) FS.
LAW IMPLEMENTED: 501.72(5) FS.
IF REQUESTED WITHIN 21 DAYS OF THE DATE OF THIS NOTICE, A HEARING WILL BE SCHEDULED AND ANNOUNCED IN THE FAR.

THE PERSON TO BE CONTACTED REGARDING THE PROPOSED RULE IS: Edward Tellechea, Chief Assistant Attorney General, PL-01 The Capitol, Tallahassee, Florida 32399-1050, by email at Ed.Tellechea@myfloridalegal.com; or Lynette Norr, Senior Assistant Attorney General, PL-01 The Capitol, Tallahassee, Florida 32399-1050, by email at Lynette.Norr@myfloridalegal.com.

THE FULL TEXT OF THE PROPOSED RULE IS:
2-3.001 Florida Digital Bill of Rights – Authorized Person.
(1) Definitions – As used in this rule and Section 501.701, F.S.:
“Authorized person” means:
(a) A Consumer whose data is processed or sold by a controller or processor;
(b) A person granted express, written authority by a consumer to act for the consumer in exercising the consumer’s rights pursuant to Section 501.705, F.S.;
(c) A person granted authority to act for a consumer under a power of attorney, whether denominated an agent, attorney in fact, or otherwise. The term includes an original agent, co-agent, and successor agent. See Section 709.2102, F.S.; and
(d) A person who is a parent or legal guardian of a child who is exercising the rights granted to the child or to the parents of a child pursuant to Sections 501.705 - 501.722, F.S.
(2) An Authorized person who is authenticated pursuant to Rule 2-3.004 is entitled to act on a consumer’s behalf to exercise all rights and protections conferred under section 501.701, F.S. 
Rulemaking Authority 501.72(5), F.S. Law Implemented 501.72(5), F.S. History-New
2-3.002 Florida Digital Bill of Rights – Data Security.
(1) Definitions – As used in this rule and Section 501.701, F.S.:
“Authorized user” means any affiliate, controller, processor, employee, contractor, agent, consumer, or other person that is authorized to access any personal data.
(2) General Data Security Practices -
(a) A controller shall protect the confidentiality, integrity, and accessibility of personal data it creates, receives, processes, archives, maintains, or transmits from the unauthorized access, use, disclosure, deletion, or modification of personal data.
(b) A controller shall establish, implement, and maintain data security practices that comply with the risk management framework and standards adopted by the National Institute of Standards and Technology (NIST) of the United States Department of Commerce, hereby adopted and incorporated by reference, which can be obtained from http://www.flrules.org/Gateway/reference.asp?No=Ref-          or https://doi.org/10.6028/NIST.SP.800-37r2, or their equivalent.
(c) Data security practices shall consider the volume and nature of personal data that is being processed or sold.
(d) A controller shall establish, implement, and maintain the security practices for the most sensitive type of data within a data set with mixed levels of sensitivity.  For example, if sensitive personal data is not kept separate from other categories of personal data, the entire data set shall all receive the level of protection for sensitive personal data.
(e) A controller shall establish, implement, and maintain data security practices for personal data not subject to an exemption by the controller or processor after the satisfaction of the initial purpose for which such information was collected or obtained until the personal data has met its retention schedule.
(f) A controller shall establish, implement, and maintain procedures for the secure disposal of personal data.
(3) Administrative Data Security Practices - 
(a) A controller shall establish, implement, and maintain effective organizational controls for personal data.
(b) A controller shall designate a qualified individual responsible for overseeing and implementing the data security practices required under the Florida Digital Bill of Rights, Section 501.701, F.S.
(c) A controller shall document compliance with data security practices, including any breach thereof.
(d) A controller shall regularly test and monitor compliance with data security practices, including key controls, systems, and procedures, to detect actual and attempted attacks on, or intrusions into systems that contain personal data.
(e) A controller shall limit access to its systems containing personal data to authenticated users and authorized users tasked with performing those duties.
(f) A controller shall manage access permissions, incorporating the principles of least privilege and separation of duties with respect to different types of personal data.
(g) A controller shall ensure that only authorized users have access to personal data. and shall verify the identity of authorized users that will access the controller’s systems, manage access rights, and manage all stages in the life cycle of user access.
(h) A controller shall train authorized users in data security practices and identify when the initial purpose for the personal information collection has been met.
(i) A controller shall update training to provide current knowledge of security threats.
(4) Technical Data Security Practices - A controller shall maintain effective technical controls for personal data, including the use of encryption, audit controls that record and examine activity, time synchronization, and safeguards against unauthorized access or modification to personal data.
(5) Physical Data Security Practices - A controller shall limit and protect any storage of personal data on mobile electronic devices and passive storage media. Unencrypted storage of personal data on mobile electronic devices and passive storage media is prohibited.
Rulemaking Authority 501.72(5), F.S. Law Implemented 501.72(5), F.S. History-New
2-3.003 Florida Digital Bill of Rights – Enforcement.
(1) Definitions – As used in this rule and Section 501.701, F.S.:
(a) The “department” means the Department of Legal Affairs.
(b) “Parent” means a legal guardian or an individual with legal custody over a child.
(c) “Reasonable age verification” means any commercially reasonable method regularly used by the government or businesses for the purpose of age and identity verification.
(d) “Reasonable parental verification” means any method that is reasonably calculated at determining that a person is a parent of a child that also verifies the age and identity of that parent by commercially reasonable means. Reasonable parental verification may include, but is not limited to, a controller: 
1. requesting from a child the child’s parent’s name, address, phone number, and e-mail address; 
2. contacting the name provided by the child and confirming that the parent is the child’s parent by obtaining documents or information sufficient to evidence that relationship; and 
3. utilizing any commercially reasonable method regularly used by the government or business to verify that parent’s identity and age.
(2) Notice of Alleged Violation –
(a) Consumers and authorized persons who seek to exercise their rights pursuant to Section, 501.705, F.S., may file a complaint with the department. After receipt of a consumer complaint with the required information, the department shall provide written notice thereof to the controller named in the complaint. The required information for a complaint shall include:
1. The consumer’s name, address, telephone number, email address and any username or identity with the controller;
2. The authorized person’s name, address, telephone number, email address, and relationship with the consumer, if an authorized person is submitting a complaint on behalf of a consumer;
3. The controller’s name and website; and
4. A description of all actions the consumer or authorized person requested the controller to take in connection with the rights provided in Section 501.705. 
(b) The written notice of violation shall include a copy of the complaint received by the department or a portion thereof, which may be redacted to comply with applicable laws protecting personal or confidential data of the consumer and the authorized person, if any.
(c) As provided in Section 501.72(2), F.S., the written notice of violation may inform the controller of whether the department is granting the controller a forty-five (45) day cure period, the date by which the cure is required, and the name and contact information of the person within the department to whom the controller shall provide proof of any curative measures it takes.
(d) In determining whether to grant a forty-five (45)-day period to cure, the department may consider the number and frequency of violations, the substantial likelihood of injury to the public, and the safety of persons or property. The department will not grant a forty-five (45)-day period to cure for alleged violations involving a child. Any action taken by the department against a controller for a violation of Section 501.701, F.S., shall not be limited to violations identified in the consumer’s complaint.
(3) Effect of Appeal – A consumer’s filing or submission of an appeal to a controller for refusal to take action on a request pursuant to Section 501.707, F.S., shall not be a condition precedent to the department’s initiation of an action against the controller for violation of Section 501.701, F.S.
(4) Willful Disregard – 
(a) A controller willfully disregards a consumer’s age if it, based on the facts or circumstance readily available to the controller, should reasonably have been aroused to question whether a consumer was a child and thereafter failed to perform reasonable age verification.
(b) The department will not find a controller willfully disregarded a consumer’s age if that controller utilizes a reasonable age verification method with respect to all its consumers and that reasonable age verification method determined that the consumer was not a child unless the controller later obtained actual knowledge that the consumer was a child and failed to act.
(5) Determination of a Parent – In determining whether someone is a parent entitled to exercise rights under Section 501.705, F.S., or any other provision of part V of Chapter 501, for a known child, a controller shall conduct reasonable parental verification before allowing the exercise of any right.
Rulemaking Authority Section 501.72(5), F.S. Law Implemented 501.72(5), F.S. History-New
2-3.004 Florida Digital Bill of Rights – Standards for Authenticated Consumer Requests.
(1) Authentication – Upon receipt of a request to exercise consumer’s rights pursuant to Section 501.705, F.S., and prior to taking any action thereon or providing any response thereto, a controller shall use a commercially reasonable method to authenticate the consumer. In the event a person submits a request on behalf of another consumer, the controller shall use a commercially reasonable method to authenticate the person and determine whether the requestor is an authorized person who is entitled to submit the request on the consumer’s behalf.
(a) To determine whether a method of authentication is commercially reasonable, the controller shall consider:
1. The rights the requestor is seeking to exercise;
2. The type, sensitivity, value and volume of personal data at issue;
3. The degree of possible harm that could be suffered by the consumer in the event of improper access, use or deletion of their personal data; and
4. The cost to the controller for completing the authentication method.
(b) A controller shall avoid requesting additional personal data from a consumer or authorized person for the purpose of authentication. If the controller cannot authenticate the consumer or the authorized person’s authority to act on the consumer's behalf, the controller may request additional information from the person submitting the request, which shall only be used for the purpose of completing the authentication. The controller shall immediately delete the newly obtained, additional data upon completion of the authentication process.
(c) A controller shall not require either a consumer, or an authorized person to pay a fee to either the controller, or any third party, for the purpose of authenticating either the person submitting the request, or their authority to submit the request.
(d) Authentication of Consumers Holding Password-Protected Accounts –
1. Where a consumer holds a password-protected account with the controller, the controller shall authenticate a consumer through the existing authentication method for the consumer’s account.
2. A controller shall not require a consumer to create a new password-protected account to facilitate any form of authentication.
3. A controller shall implement effective security measures to detect and prevent fraudulent authentication activity.
4. In the event the controller detects potentially fraudulent or malicious authentication activity by or from the password-protected account, the controller shall:
a. Notify the consumer of the activity as soon as practicable;
b. Attempt to authenticate the consumer using commercially reasonable means as described in Section 1(a)-(c); and
c. Refrain from complying with or responding to the request as described in Section 501.706, F.S., until and unless the consumer can be authenticated.
(e) Where a consumer elects to appeal the controller’s refusal to take action on a request pursuant to Section 501.707, F.S., and the appeal was requested by a person other than the person who submitted the original request, the controller shall authenticate the person requesting the appeal utilizing the same commercially reasonable authentication method established under Section 1(a)-(d).
Rulemaking Authority 501.72(5), F.S. Law Implemented 501.72(5), F.S. History-New
NAME OF PERSON ORIGINATING PROPOSED RULE: Edward Tellechea, Chief Assistant Attorney General and Lynette Norr, Senior Assistant Attorney General

NAME OF AGENCY HEAD WHO APPROVED THE PROPOSED RULE: Attorney General Ashley Moody

DATE PROPOSED RULE APPROVED BY AGENCY HEAD: March 25, 2024

DATE NOTICE OF PROPOSED RULE DEVELOPMENT PUBLISHED IN FAR: March 27, 2024
