Notice of Proposed Rule

DEPARTMENT OF STATE
Division of Library and Information Services
RULE NO.:
RULE TITLE: 
1B-26.003
Electronic Recordkeeping

PURPOSE AND EFFECT: The purpose of this amendment is to update guidelines for managing public records created or maintained in electronic form. Updated guidelines reflect current technologies and best practices in managing electronic records and ensuring their retention and accessibility in accordance with public records provisions of Chapter 119, Florida Statutes.

SUMMARY: The proposed amendment updates references to required technical standards, clarifies ambiguous language, reorganizes and consolidates various provisions, while continuing to require adherence to records retention and access requirements set forth in Chapters 119 and 257, Florida Statutes.

SUMMARY OF STATEMENT OF ESTIMATED REGULATORY COSTS AND LEGISLATIVE RATIFICATION: 
The Agency has determined that this rule will not have an adverse impact on small business or likely increase directly or indirectly regulatory costs in excess of $200,000 in the aggregate within one year after the implementation of the rule. A SERC has not been prepared by the Agency. 
The Agency has determined that the proposed rule is not expected to require legislative ratification based on the statement of estimated regulatory costs or if no SERC is required, the information expressly relied upon and described herein: the Department used a checklist to conduct an economic analysis and determine if there is an adverse impact or regulatory costs associated with this rule that exceeds the criteria in section 120.541(2)(a), F.S. Based upon this analysis, the Department has determined that the proposed rule is not expected to require legislative ratification.

Any person who wishes to provide information regarding a statement of estimated regulatory costs, or to provide a proposal for a lower cost regulatory alternative must do so in writing within 21 days after publication of this notice.

RULEMAKING AUTHORITY: 257.14, 257.36, FS
LAW IMPLEMENTED: 257.14, 257.36, FS
IF REQUESTED WITHIN 21 DAYS OF THE DATE OF THIS NOTICE, A HEARING WILL BE SCHEDULED AND ANNOUNCED IN THE FAR.

THE PERSON TO BE CONTACTED REGARDING THE PROPOSED RULE IS: Jon Morris, Chief Deputy General Counsel. Tel: (850)245-6515. Email: jon.morris@dos.fl.gov

THE TEXT OF THE PROPOSED RULE IS:

1B-26.003 Electronic Recordkeeping.
(1) through (3) No change. 
(4) For the purpose of these rules:

(a) through (d) No change. 
(e) “DPI” means dots per inch and is the measurement of scanner dot density. 
(e) through (j) renumbered (f) through (k) No change. 
(k) “PPI” means pixels per inch and is the measurement of digital pixels on a screen or file.
(l) through (o) No change.
(5) No change. 
(6) Electronic recordkeeping systems that maintain record copies of public records on electronic media shall meet the following minimum requirements:

(a)1. No change
2. Provide an appropriate level of security to ensure the integrity of the records in accordance with the requirements of Chapter 282, F.S. Security controls should include, at a minimum, physical and logical access controls, backup and recovery procedures, and training for custodians and users. Automated methods for integrity checking should be incorporated in all systems that generate and use official file copies of records. Checksums and digital signatures should be considered for all official file copies of electronic records. The use of automated integrity controls, such as checksums and digital signatures, can reduce the need for other security controls. Checksums used to protect the integrity of official file copies of records should meet the requirements of U.S. Federal Information Processing Standards Publication 180-4 (FIPS-PUB 180-4) (August 4, 2015) entitled “Secure Hash Standard (SHS),” https://www.flrules.org/Gateway/reference.asp?No=Ref-13888 which is hereby incorporated by reference, and made a part of this rule. This publication is available from the National Institute of Standards and Technology, U.S. Department of Commerce, 100 Bureau Drive, Gaithersburg, MD 20899, and at the Internet Uniform Resource Locator: https://csrc.nist.gov/pubs/fips/180-4/upd1/final https://csrc.nist.gov/publications/detail/fips/180-4/final.
3. through 4. No change. 
(b) through (c) No change. 
(7) No change.
(8) For storing record copies of electronic public records throughout their life cycle, agencies shall select appropriate media and systems which meet the following requirements:

(a) through (d) No change. 
(e) Standard. A scanning density with a minimum of 300 DPI PPI is required for scanned images created by the agency from hard copy permanent or long-term records.
(f) No change.
(g) Records may be scanned in black and white unless the color conveys meaning or information. 
(g) renumbered (h) No change. 
(9)(a) through (b) No change. 
(c) Agencies shall conduct data integrity testing on all media containing permanent or long-term electronic records at least every 10 years and verify that the media are free of permanent errors. More frequent testing (e.g., at least every 5 years) is highly recommended. If a checksum was previously run on the digital media, testing can be conducted by running the same checksum.
(d) through (e) No change. 
(f) Standard. For all media used to store permanent or long-term electronic records, agencies shall maintain human readable information specifying recording methods, formats, languages, dependencies and schema sufficient to ensure continued access to, and intellectual control over, the records. Additionally, the following information shall be maintained for each media used to store permanent or long-term electronic records:
1. through 4. No change.
(g) through (k) No change. 
(10) through (11) No change. 
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