75-14.076 Player Tracking System.

(1) Each slot machine licensee that offers the use of an account to its patrons for tracking player history or for participating in the slot machine licensee’s transfer to credit payment program, shall include a description of such program or system as part of its internal control procedures and submit the internal control procedures to the commission for approval.

(2) A slot machine licensee must not establish an account referenced in subsection (1) for a patron until the patron proves his or her identity by providing an original of one of the following documents:

(a) A current United States of America passport or passport card;

(b) State driver’s license or ID card that is compliant with REAL ID;

(c) A current foreign passport that is recognized by the Immigration and Customs Enforcement (ICE) and contains a photograph of the applicant; or

(d) Current identification card issued by the Federal Department of War to persons who serve in the United States military or their dependents containing a photograph, name, date of birth, height, and color of eyes of the applicant.

(3) The internal controls for any transfer to credit payment program must include:

(a) A description of the transfer to credit payment program;

(b) Identification of the program administrator responsible for oversight;

(c) Procedures for establishing, maintaining, suspending, and terminating player accounts;

(d) Patron identity verification procedures, including the documents required by the IRS;

(e) Procedures for the locking or disabling of accounts of individuals excluded from slot machine facilities under Rule 75-14.020, F.A.C.; and

(f) Daily reconciliation procedures for transfer to credit transactions.

(4) Any activity involving an account referenced in subsection (1), shall be recorded and maintained in a database that shall be available for inspection by the commission or FDLE upon demand. Information in the database shall be maintained for the time specified in paragraph 75-14.080(3)(b), F.A.C.

(5) Each card or device used by a patron to access an account referenced in subsection (1) must require patron authentication prior to such use. Patron authentication shall be, at a minimum, a four digit Personal Identification Number (PIN) or electronic identity verification method, such as biometric or multi-factor authentication (MFA).

(6) The following errors related to the use of a card or device shall be recorded by the FBMS, and a message shall be displayed by the slot machine to the patron:

(a) An invalid PIN or authentication failure. This error shall cause the slot machine to prompt the patron to re-enter the PIN or to re-authenticate his or her identity. However, the slot machine shall not allow more than five (5) attempts to re-enter a PIN or reauthenticate identity for the account;

(b) Account unknown;

(c) Inactive, disabled, or closed account.
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