60FF-4.006 Security, Encryption Requirements, Radio Programming, and System Key Management.

(1) Personnel background checks are required for non-Law Enforcement users who have access to the Interoperability Talk Groups used by State Law Enforcement unless previously conducted by their agencies. 

(2) Encryption is required for access to the Interoperability Talk Groups used by State Law Enforcement but is otherwise at the option of the SLERS Partner.

(3) The Department and its contractors shall be responsible for all radio programming for SLERS Partners on the Statewide Law Enforcement Radio System. Distribution of the Encryption System Key (ESK) card shall be at the approval of the SLERS Security Manager.

(4) The Department and its contractors shall be responsible for installing the encryption for Interoperability Talk Groups for SLERS Partners on the Statewide Law Enforcement Radio System. The encryption key shall not be released by State Law Enforcement agencies, the Department and its contractors.
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