71A-1.001 Purpose and Scope.

(1) Chapter 71A-1, F.A.C., shall be known as the Florida Information Technology Resource Security Policies and Standards.
(2) The information security standards of this rule chapter apply to executive branch agencies as provided in Title IV, Florida Statutes.

(3) The information security policies and standards of this rule chapter apply equally to all levels of management and to all members of the workforce.

(4) The State of Florida government information technology resources, data, and information are valuable assets to its citizens. The confidentiality, integrity, and availability of those resources must be protected. Data and resources must be reliable, and must be available to those who are authorized to use them.

(5) The purposes of the Florida Information Technology Resource Security Standards are to:

(a) Document a framework of information security best practices for state agencies in order to safeguard the confidentiality, integrity, and availability of Florida government data and information technology resources.

(b) Define minimum standards to be used by state agencies to categorize information and information technology resources based on the objectives of providing appropriate levels of information security according to risk levels.

(c) Define minimum management, operational and technical security controls to be used by state agencies to secure information and information technology resources.

(6) State agencies shall use these standards as the minimum security requirements for information and information technology resources.

(7) Nothing in this rule chapter shall be construed as limiting the access of the Auditor General to agency records, systems, or networks in the performance of a properly authorized audit or examination pursuant to Chapters 11 and 119, F.S.
(8) Nothing in this rule chapter shall be construed to impair the public’s access rights under Article I, Section 24 of the Florida Constitution, and Chapter 119, F.S.

(9) For guidance the State of Florida will follow Federal Information Processing Standards (FIPS) and National Institute of Standards and Technology (NIST) standards and guidelines implemented as a result of the Federal Information Security Management Act of 2002 (FISMA, 44 U.S.C. § 3541, et seq.). The Agency for Enterprise Information Technology (AEIT) Office of Information Security (OIS) will assist agencies by publishing guidelines and templates to be used by agencies when implementing these rules.

(10) Heads of executive agencies may find it necessary to employ compensating security controls when the agency is unable to implement a security standard or the standard is not cost-effective due to the specific nature of a system or its environment. After the agency analyzes the issue, a compensating control may be employed if the agency documents the analysis results and senior management documents the acceptance of the risk associated with employing the compensating control. All related documentation shall be retained by the agency Information Security Manager. This documentation is confidential, pursuant to Section 282.318, F.S., except that such information shall be available to the Auditor General and the Agency for Enterprise Information Technology.
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