71A-1.004 Agency Information Technology Workers.

(1) Agency heads are advised to designate information technology positions with access to information processing facilities, or positions that have system, database, developer, network, or other administrative capabilities for systems, applications, or servers with risk categorization of moderate or high as positions of special trust.

(2) Each agency shall conduct background investigations using, at a minimum, Level 2 screening standards and disqualification criteria for personnel in positions of special trust as set forth in Section 110.1127, and Chapter 435, F.S.

(3) Each agency shall provide training for information technology workers to ensure competency in both technical and security aspects of their positions.

(4) Each agency shall establish procedures to ensure administrative rights for information technology resources are restricted to information technology workers who have received appropriate technical training and who are authorized based on job duties and responsibilities.

(5) Information technology workers shall be granted access to agency information technology resources based on the principles of “least privilege” and “need to know.”

(6) Agency Information Security Managers shall give written consent to workers based on job duties and responsibilities before allowing the workers to perform monitoring, sniffing, and related security activities.
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