71A-1.006 Confidential and Exempt Information.
(1) Agencies shall exercise due diligence to protect exempt, and confidential and exempt information by using appropriate administrative, technical, and physical controls.

(2) Each agency shall maintain a reference list of exempt, and confidential and exempt agency information or software and the associated applicable state and federal statutes and rules.

(3) Each agency shall identify agency information and software that is exempt, or confidential and exempt, under provisions of applicable Florida law or federal law and rules.

(4) Agency information owners are responsible for identifying exempt, and confidential and exempt information.

(5) Exempt, and confidential and exempt information, regardless of format, shall be labeled as such to the extent possible.

(6) Procedures for handling and protecting exempt, and confidential and exempt information shall be referenced in the agency operational information security plan and documented in a policy that is reviewed and acknowledged by all agency staff.

(7) Each agency shall encrypt exempt, and confidential and exempt information sent by e-mail.

(8) Each agency shall encrypt electronic transmission of exempt, and confidential and exempt information when the transport medium is not owned or managed by the agency.

(9) Each agency shall ensure the following:

(a) All passwords are unreadable during transmission and storage using appropriate encryption technology;

(b) Mobile computing devices used with exempt, or confidential and exempt information are encrypted;

(c) Mobile storage devices with exempt, or confidential and exempt agency data have encryption technology enabled such that all content resides encrypted.

(10) For systems containing exempt, or confidential and exempt data, each agency shall ensure written agreements and procedures are in place to ensure proper security for sharing, handling or storing confidential data with entities outside the agency.

(11) Each agency shall destroy exempt, and confidential and exempt information when authorized by the applicable retention schedule, regardless of media type.
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