71A-1.008 Awareness and Training.

(1) The agency Information Security Manager shall implement and maintain the agency information security awareness program.

(2) At a minimum, agency workers shall receive annual security awareness training.

(3) Agency workers shall receive initial security awareness training within 30 days of employment start date.

(4) Specialized agency workers (e.g., law enforcement officers) who are required to receive extended off-site training prior to reporting to their permanent duty stations shall receive initial security awareness training within 30 days of the date they report.

(5) Initial training shall include acceptable use restrictions, procedures for handling exempt, and confidential and exempt information, and computer security incident reporting procedures.

(6) The agency shall maintain records of individuals who have completed security awareness training in accordance with the applicable retention schedule.

(7) The agency shall provide specialized training for workers whose duties bring them into contact with exempt, or confidential and exempt information resources.

(8) The security awareness program shall include on-going education and reinforcement of security practices.

Rulemaking Authority 14.204(7), 282.318(3), 282.318(6) FS. Law Implemented Section 12, Chapter 2009-80, L.O.F. History–New 11-15-10.

