71A-1.009 Audit and Accountability.

(1) Where possible, audit records will allow actions of users to be uniquely traced to those users so they can be held accountable for their actions.

(2) The agency shall implement procedures to establish accountability for accessing exempt, or confidential and exempt data stores.

(3) The agency shall implement procedures to establish accountability for modifying exempt, or confidential and exempt data.

(4) The agency shall implement procedures to protect the integrity and confidentiality of audit logs.

(5) The agency shall retain audit records as required by the appropriate State, Federal, or other (e.g., Payment Card Industry) schedule.

(6) The agency Information Security Manager, Inspector General, or other specifically authorized personnel shall be granted access to review audit logs containing accountability details.
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