71A-1.010 Certification, Accreditation, and Security Assessments.

(1) The agency shall implement documented procedures to analyze systems and applications to ensure security controls are effective and appropriate.

(2) Information technology resources shall be validated as conforming to agency standard configurations prior to production implementation.

(3) An application security review shall be approved by the application owner, agency Information Security Manager, and Chief Information Officer (or respective documented designee) before a new application or technology is placed into production.

(4) For applications and technologies housed in a primary data center, the application security review shall also be approved by the data center Information Security Manager (or their respective designee) before the new application or technology is placed into production.

(5) An application security review shall be approved by the application owner, agency Information Security Manager, and Chief Information Officer (or designee) before modifications to an application or technology are placed into production.

(6) For applications and technologies housed in a primary data center, the application security review also shall be approved by the data center Information Security Manager (or their respective designee) before modifications to an application or technology are placed into production.
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