71A-1.011 Configuration Management.

(1) The agency shall identify and document information technology resources and associated owners and custodians.

(2) The agency shall specify standard software and hardware.

(3)The agency shall specify and document standard configurations used to harden software and hardware and assure the configurations address known security vulnerabilities.

(4) The agency shall implement a change management process for modifications to production information technology resources.

(5) Agencies shall track agency mobile computing devices.

(6) Mobile computing devices and mobile storage devices shall conform to the following configurations:

(a) Mobile computing devices used with exempt, or confidential and exempt information require encryption.

(b) Mobile storage devices with exempt, or confidential and exempt agency data shall have encryption technology enabled such that all content resides encrypted.

(c) Mobile computing devices connecting to the agency internal network shall use current and up-to-date anti-malware software (where technology permits). 

(d) Agency mobile computing devices shall activate an agency-approved personal firewall (where technology permits) when connected to a non-agency internal network.

(e) Only agency-approved software shall be installed on state mobile computing devices.
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