71A-1.013 Identification and Authentication.

(1) Agency computer users shall have unique user accounts.

(2) Where technology permits, user accounts shall be authenticated at a minimum by a complex password.

(3) The agency shall ensure accounts with administrative rights are created, maintained, monitored and removed in a manner that protects information technology resources.

(4) The agency shall not use vendor-supplied default passwords.

(5) Administrative account activities shall be traceable to an individual.

(6) The agency shall ensure service accounts are maintained in a manner that protects information technology resources.

(7) Service accounts may be exempted from agency password expiration requirements.

(8) Service accounts shall not be used for interactive sessions.

Rulemaking Authority 14.204(7), 282.318(3), 282.318(6) FS. Law Implemented Section 12, Chapter 2009-80, L.O.F. History–New 11-15-10.

