71A-1.015 Maintenance.

(1) The agency shall ensure information technology resources are correctly maintained to ensure continued confidentiality, availability and integrity.

(2) Agencies shall perform preventative maintenance according to manufacturer specifications for information technology equipment.

(3) Administration of hardware, software, or applications performed over a network shall be encrypted where technology permits.

(4) The application maintenance process shall include reviews of application security requirements and controls to ascertain effectiveness and appropriateness relative to new technologies and applicable state and federal regulations.

(5) The agency shall implement service level agreements for non-agency provided technology services to ensure appropriate security controls are established and maintained.
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