71A-1.016 Media Protection.

(1) The agency shall implement procedures to protect agency information from loss, destruction, and unauthorized or improper disclosure or modification.

(2) The agency shall maintain electronic data in accordance with the same retention requirements that apply to agency data in non-electronic formats.

(3) The agency shall sanitize or destroy information media according to the applicable retention schedule and before disposal or release for reuse.

(4) The agency shall document procedures for sanitization of agency-owned computer equipment prior to reassignment or disposal.

(5) Equipment sanitization shall be performed such that there is reasonable assurance that the data may not be easily retrieved and reconstructed. File deletion and media formatting are not acceptable methods of sanitization.

(6) Acceptable methods of sanitization include using software to overwrite data on computer media, degaussing, or physically destroying media.

(7) Users shall take reasonable precautions, based upon applicable facts and circumstances, to protect mobile computing devices in their possession from loss, theft, tampering, unauthorized access, and damage.
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