71A-1.017 Physical and Environmental Protection.

(1) Information technology resources shall be protected by physical controls.

(2) The agency shall implement procedures to manage physical access to information technology facilities.

(3) Physical controls shall be appropriate for the size and criticality of the information technology resources.

(4) Physical access to central information resource facilities shall be restricted to authorized personnel.

(5) Visitors shall be recorded and, in locations housing systems categorized as moderate impact or high impact, they shall be supervised. (See Rule 71A-1.020, F.A.C.)

(6) Information technology resources shall be protected from environmental hazards (e.g., temperature, humidity, air movement, dust, and faulty power) in accordance with manufacturers’ specifications.
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