71A-1.019 Personnel Security and Acceptable Use.

(1) Agency workers shall follow agency security policies whenever they are using agency IT resources and data, whether they are inside the agency building or elsewhere.

(2) The agency shall document and implement disciplinary procedures for workers failing to comply with agency security policies and procedures. Disciplinary action shall be appropriate to the violation up to and including termination and/or criminal prosecution as provided by law.

(3) Each agency worker shall agree in writing, to comply with agency acceptable use policies prior to using agency information technology resources.

(4) Agency workers shall agree in writing to comply with agency procedures for handling exempt, and confidential and exempt information prior to accessing exempt, or confidential and exempt information.

(5) Agency workers must obtain documented authorization before taking information technology equipment, software, or information away from the agency facility.

(6) Each agency shall document parameters that govern personal use of agency information technology resources.

(7) The agency shall determine whether an information technology use is personal or business.

(8) Personal use, if allowed by the agency, shall not interfere with the normal performance of a worker’s duties.

(9) Personal use, if allowed by the agency, shall not consume significant amounts of state information technology resources (e.g. bandwidth, storage).

(10) To prevent loss of data, agency users shall ensure unique copies of agency data stored on workstations or mobile devices is backed up.

(11) Agency computer users shall have unique user accounts.

(12) Agency computer users shall be held accountable for activities performed by their accounts.

(13) User accounts shall be authenticated at a minimum by a complex password.

(14) Users shall change their passwords at least every 60 days for high risk systems, every 90 days for moderate risk systems and every 180 days for low risk systems. (See Rule 71A-1.020, F.A.C.)

(15) Agency workers are responsible for safeguarding their passwords and other authentication methods.

(16) Agency workers shall not share their agency accounts, passwords, personal identification numbers, security tokens, smart cards, identification badges, or other devices used for identification and authentication purposes.

(17) Remote access client accounts shall not be shared.

(18) Agency workers shall immediately report suspected unauthorized account activity according to agency incident reporting procedures.

(19) Agency workers shall immediately report lost security tokens, smart cards, identification badges, or other devices used for identification and authentication purposes according to agency incident reporting procedures.

(20) Agency workers shall have no expectation of privacy with respect to the contents of agency-owned or agency-managed information technology resources.

(21) The agency may inspect all files stored on agency internal network or computer systems, including attached removable media.

(22) The agency may monitor the use of agency information technology resources.

(23) Use of agency information technology resources constitutes consent to monitoring activities whether or not a warning banner is displayed.

(24) Agency computer users shall follow agency-established guidelines for acceptable use of e-mail and other messaging resources.

(25) Exempt, or confidential and exempt information sent by e-mail shall be encrypted.

(26) Inappropriate use of agency e-mail includes the following: distribution of malware, forging headers, propagating “chain” letters, and auto-forwarding agency messages to a private e-mail address.

(27) Agency computer users shall follow agency-established guidelines for acceptable use of Internet resources.

(28) Inappropriate use of the Internet includes unauthorized, non-work related access to the following: chat rooms, political groups, singles clubs or dating services; peer-to-peer file sharing; material relating to gambling, weapons, illegal drugs, illegal drug paraphernalia, hate-speech, or violence; hacker web-site/software; and pornography and sites containing obscene materials.

(29) Agency computer users shall log off or lock their workstations prior to leaving the work area.

(30) Workstations shall be secured with a password-protected screensaver with the automatic activation feature set at no more than 15 minutes.

(31) Only agency-approved software shall be installed on agency computers.

(32) Illegal duplication of software is prohibited.

(33) No privately-owned devices (e.g., MP3 players, thumb drives, printers, CDs, DVDs) shall be connected to state-owned information technology resources without documented agency authorization.

(34) Information security activities such as monitoring, sniffing, and related security activities shall be performed only by agency workers based on job duties and responsibilities when given explicit consent.

(35) Agency workers shall not attempt to access information technology resources and information to which they do not have authorization or explicit consent.

(36) Agency information technology resources shall not be used for personal profit, benefit or gain.

(37) Agency information technology resources shall not be used to access, create, store, or transmit offensive, indecent or obscene material unless these activities are a required aspect of the worker’s job duties.

(38) Agency workers shall not use agency information technology resources to engage in activities that may harass, threaten, or abuse others.

(39) Agency information technology resources shall not be used for political campaigning or unauthorized fund raising.

(40) Agency workers shall not circumvent agency computer security measures.

(41) Agency information technology resources shall not be used for any activity which adversely affects the confidentiality, integrity, or availability of information technology resources.
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