71A-1.020 Risk Assessment.

(1) The agency shall categorize information technology resources according to the Federal Information Processing Standards (FIPS) Publication 199, which is hereby incorporated by reference. This process estimates the magnitude of harm that would result from unauthorized access, unauthorized modification or destruction, or loss of availability of a resource – low-impact, moderate-impact, or high-impact relative to the security objectives of confidentiality, integrity, and availability.

	
	
	Potential Impact on Agency or State Operations, Assets or Individuals

	
	
	Low Impact
	Moderate Impact
	High Impact

	Security Objective Lost
	Confidentiality

(unauthorized disclosure)
	limited adverse effect 
	serious adverse effect 
	severe or catastrophic

adverse effect 

	
	Integrity 

(improper modification or destruction)
	limited adverse effect
	serious adverse effect
	severe or catastrophic

adverse effect 

	
	Availability (disruption of accessibility)
	limited adverse effect
	serious adverse effect
	severe or catastrophic

adverse effect 


(2) The agency shall implement a documented risk management program, including risk analysis for high-impact information resources.

(3) Every three years, the Office of Information Security shall coordinate a comprehensive risk assessment to be conducted in each agency.

(4) The agency Information Security Manager shall submit comprehensive risk assessment findings to the Office of Information Security.

(5) The agency shall implement risk mitigation plans to reduce identified risks to agency information technology resources and data.

(6) The agency Information Security Manager shall monitor and document risk mitigation implementation.

(7) Documentation of an agency’s information security risk analysis and risk mitigation plans is confidential pursuant to Section 282.318, F.S., except that such information shall be available to the Auditor General, the Agency for Enterprise Information Technology, and the respective agency’s Inspector General.

Rulemaking Authority 14.204(7), 282.318(3), 282.318(6) FS. Law Implemented Section 12, Chapter 2009-80, L.O.F. History–New 11-15-10.

