71A-1.021 Systems, Applications and Services Acquisition and Development.

(1) The agency shall perform an impact analysis prior to introducing a new technology. The purpose of this analysis is to assess effects of the new technology on the existing environment.

(2) The agency shall perform an impact analysis prior to modifying current technology, systems, or applications. The purpose of this analysis is to assess effects of the modifications on the existing environment.

(3) The agency shall ensure software applications obtained, purchased, leased, or developed provide appropriate security controls to minimize risks to the confidentiality, integrity, and availability of the application, its data, and other information technology resources.

(4) The agency shall develop procedures to ensure that security requirements are specified throughout the procurement process for information technology resources.

(5) The agency shall develop procedures to ensure that security requirements are specified throughout the application procurement process and incorporated into each phase of the application development lifecycle.

(6) The application development team shall implement appropriate security controls to minimize risks to agency information technology resources and meet the security requirements of the application owner.

(7) Agency software applications obtained, purchased, leased, or developed will be based on secure coding guidelines. Some examples of secure coding guidelines are: OWASP [Open Web Application Security Project] Secure Coding Principles – http://www.owasp.org/index.php/Secure_Coding_Principles; CERT Security Coding – http://www.cert.org/secure-coding/, Top 10 Security coding Practices – https://www.securecoding.cert.org/confluence/display/seccode/Top+10+Secure+Coding+Practices.
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