71A-1.022 System and Communications Protection.

(1) The Department of Management Services Division of Telecommunications provides the statewide network referred to as SUNCOM. The Department of Management Services establishes standards for SUNCOM network connections and regulates and monitors SUNCOM network connections. (Reference Chapters 60FF-1, 60FF-2, 60FF-3, F.A.C.)

(2) Preventative actions taken by agencies to protect information technology resources help ensure the protection of the statewide SUNCOM network and reduce probability of adverse impacts among the agencies that connect to the SUNCOM network.

(3) The agency Information Security Manager or designee shall be granted access to monitor all agency information technology resources.

(4) Technology managers shall monitor technology resources to ensure desired performance and facilitate future capacity-based planning.

(5) The agency shall establish procedures to ensure regular review of system activity logs.

(6) The agency may inspect any files stored on agency internal network or computer systems, including attached removable media.

(7) The agency shall establish and document firewall and router configuration standards that include a current network diagram.

(8) The agency shall ensure network perimeter security measures are in place to prevent unauthorized connections to agency information technology resources.

(9) Databases containing mission critical, exempt, or confidential and exempt data shall be placed in an internal network zone, segregated from the DMZ.

(10) The agency shall monitor for unauthorized network access points.

(11) Unauthorized wireless access points connected to the agency internal network shall be removed immediately upon detection.

(12) Wireless transmission of agency data shall be implemented using strong cryptography for authentication and transmission.

(13) For agency wireless environments, the agency shall change wireless vendor defaults, including default encryption keys, passwords, and SNMP (Simple Network Management Protocol) community strings, and ensure wireless device security settings are enabled for strong cryptography technology for authentication and transmission.

(14) Agencies shall establish procedures to ensure agency cryptographic implementations are developed and maintained according to the Federal Information Processing Standards (FIPS) Publication 140-2, Security Requirements for Cryptographic Modules (2001).

(15) Key management processes and procedures for cryptographic keys used for encryption of data will be fully documented and will cover key generation, distribution, storage, periodic changes, compromised key processes, and prevention of unauthorized substitution.

(16) Key management processes must be in place and verified prior to encrypting data at rest (including e-mail messages, data files, hard drives, data backups).
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