71A-1.023 System and Information Integrity.

(1) Controls shall be established to ensure the accuracy and completeness of data.

(2) The development and test infrastructures shall be physically or logically separated from the production infrastructure.

(3) A sufficiently complete history of transactions shall be maintained for each session involving access to critical information to permit an audit of the system by tracing the activities of individuals through the system.

(4) Individuals accessing critical information shall be uniquely identified.

(5) The agency shall ensure anti-malware software is maintained on agency information technology resources.

(6) The agency shall implement a patch management process for information technology resources.

(7) The Agency for Enterprise Information Technology Office of Information Security will monitor the Internet and appropriate global information security resources for any abnormalities or threats present on the Internet and provide relevant Security Alerts to state agencies.

(8) Application developers shall incorporate validation checks into applications to detect data corruption that may occur through processing errors or deliberate actions.

Rulemaking Authority 14.204(7), 282.318(3), 282.318(6) FS. Law Implemented Section 12, Chapter 2009-80, L.O.F. History–New 11-15-10.
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