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60GG-3.001 Definitions.

The following terms are defined:
(1) Infrastructure as a Service (IaaS) – a data center service offering that provides processing, storage, networks and other fundamental computing resources used to deploy and run arbitrary software, which can include operating systems and applications.
(2) Mechanical Room/High-Power Room – those areas at the State Data Center dedicated to the mechanical equipment (e.g., switchgear, uninterruptible power supply, batteries, generators, and transformers) that serves this facility.
(3) Raised Floor – the area at the State Data Center where an elevated floor is constructed above the solid substrate leaving the open space created between the two for cables, wiring, electrical supply, and/or cooling infrastructure.
(4) Service Request – a request by a customer entity, made to the State Data Center, for data center services.
(5) Vendor(s) – means a person who is under contract with a customer entity or DMS to deliver or install equipment at the SDC, or provide contractual services for the DMS or a customer entity at the SDC.

(6) Visitor(s) – any person(s) who is not a Department of Management Services (DMS) employee employed at the SDC who is requesting or has been approved to enter the SDC facility pursuant to these rules. Examples of Visitors include employees of customer entities, State of Florida employees, and Vendors of customer entities.

Rulemaking Authority 282.0051(6) FS. Law Implemented 282.0051 FS. History‒New 6-16-16, Formerly 74-3.001.
60GG-3.002 Physical Access and Security.

(1) General ‒ In order to gain access to the State Data Center (SDC) facility, all Visitors must:
(a) Provide a government issued photo identification to verify their identity. Visitor identification will be verified before SDC access is approved;
(b) Be visiting the SDC on business relating to the official duties or responsibilities of the SDC or a SDC customer entity, or be a State of Florida governmental employee visiting the SDC on official state business; and,
(c) Sign the SDC visitor log kept at the front desk of the SDC, and provide the following information in the log:

1. Name;
2. Job title;
3. Work or cell telephone number;
4. Work e-mail address.
5. Time entering the SDC, and,
6. Time departing the SDC (provided when leaving the SDC).
(2) Identification Badge ‒ Visitors approved to enter the SDC must wear the DMS-issued identification badge in a visible place on their person at all times while at the SDC.
(3) Access to Raised Floor Area.
(a) Vendor Unescorted Access ‒ Vendors may be allowed in raised floor area unescorted only if they satisfy the following requirements:
1. Within the last five (5) years, they have successfully passed a Criminal Justice Information Services (CJIS) background screening, conducted by the Florida Department of Highway Safety and Motor Vehicles, under the DMS’s Originating Agency Identifier (ORI) number.
2. Within the last two (2) years, they have successfully completed (i.e., received a score at least a 70% or higher) CJIS Security Training as provided via https://www.cjisonline.com/.

Vendors who have successfully satisfied the requirements of subparagraphs (3)(a)1. and 2., above, will, for purposes of this rule, be considered “CJIS Compliant.”
(b) Vendor Escorted Access ‒ Vendors that are not CJIS Compliant must be escorted by a CJIS Compliant employee of the customer entity, approved by the SDC facilities manager, while in Raised Floor areas.
(c) Non-Vendor Visitor Access – Non-Vendor Visitor access to the Raised Floor Area shall always be conducted under escort by DMS employee employed at the SDC.
(4) Access to Mechanical and High/Power Room Areas ‒ Facility mechanical and high-power rooms are off limits to all Visitors unless their access is both necessary (e.g., to conduct repairs to equipment located in this area) and approved in writing by either the SDC infrastructure and facilities bureau chief or facilities administrator. Visitors accessing these areas must be accompanied at all times by DMS facilities or SDC management employees.
(5) During their visit to the SDC, authorization of Visitors that have been initially approved to be at the SDC may be verified by DMS staff.
(6) Individuals shall only be admitted to the communications equipment room if escorted by DMS staff.
Rulemaking Authority 282.0051(6) FS. Law Implemented 282.0051 FS. History‒New 6-16-16, Formerly 74-3.002.
60GG-3.004 Service Requests and Approvals.

The acquisition of data center services, including IaaS, will be accomplished by customer entities submitting a Service Request to the State Data Center.

Rulemaking Authority 282.0051(6) FS. Law Implemented 282.0051 FS. History‒New 6-16-16, Formerly 74-3.004.
60GG-3.007 Budgeting and Accounting; State Data Center Cost-Recovery Methodology.
The Department of Management Services (DMS) is responsible for developing and implementing cost-recovery mechanisms that recover the full direct and indirect cost of services through charges to applicable customer entities. To fulfill this responsibility the DMS will employ the following budget methodology:
(1) Initial annual estimate. Before the start of each fiscal year the DMS will estimate both the total annual anticipated cost to operate the DMS and the projected customer entity utilization of data center services.
(2) Invoicing and payments will be managed as follows:
(a) Customer entities will be invoiced monthly or quarterly for services, based on the projections as provided in subsection (1), or based on actual appropriations as stated in the General Appropriations Act plus carry-forward adjustments. However, the DMS may pre-bill customer entities to ensure the DMS has sufficient revenue to satisfy operating financial obligations it may have with the Department of Financial Services.
(b) The actual cost for services provided to customer entities will be adjusted at the close of each fiscal year to ensure all products and services consumed or used by the customer entity are trued-up based on actual utilization.
(c) Customer entities will be provided an invoice for services from DMS electronically, by account and service.

(d) Monthly, customer entities will receive an electronic communication from DMS providing them with information to access their service utilization data detail.
(3) Customer entity payments. Payment to the DMS for services provided to customer entities will be due in full upon receipt, but no later than forty (40) days after receipt of an invoice by a customer entity. Payment from state customer entities will be made by way of electronic journal transfer to the DMS. If a customer entity disputes a line item invoice charge and the dispute is found by the DMS to be valid, an appropriate credit will be included on a subsequent customer entity invoice within sixty (60) days of resolution.
Rulemaking Authority 282.0051(6) FS. Law Implemented 282.0051 FS. History‒New 6-16-16, Amended 7-13-17, Formerly 74-3.007.
