sfrattini on LAPCK6H6L3 with DISTILLER

VerDate Sep<11>2014

10:50 Jul 25, 2023  Jkt 259061

§242.1002

the SCI event is closed within 30 cal-
endar days of the occurrence of the SCI
event, then within five business days
after the resolution of the SCI event
and closure of the investigation regard-
ing the SCI event, submit a final writ-
ten notification pertaining to such SCI
event to the Commission containing
the information required in paragraph
(b)(4)(ii) of this section.

(B)(1) If an SCI event is not resolved
or the SCI entity’s investigation of the
SCI event is not closed within 30 cal-
endar days of the occurrence of the SCI
event, then submit an interim written
notification pertaining to such SCI
event to the Commission within 30 cal-
endar days after the occurrence of the
SCI event containing the information
required in paragraph (b)(4)(ii) of this
section, to the extent known at the
time.

(2) Within five business days after the
resolution of such SCI event and clo-
sure of the investigation regarding
such SCI event, submit a final written
notification pertaining to such SCI
event to the Commission containing
the information required in paragraph
(b)(4)(ii) of this section.

(ii) Written notifications required by
paragraph (b)(4)(i) of this section shall
include:

(A) A detailed description of: The SCI
entity’s assessment of the types and
number of market participants affected
by the SCI event; the SCI entity’s as-
sessment of the impact of the SCI
event on the market; the steps the SCI
entity has taken, is taking, or plans to
take, with respect to the SCI event; the
time the SCI event was resolved; the
SCI entity’s rule(s) and/or governing
document(s), as applicable, that relate
to the SCI event; and any other perti-
nent information known by the SCI en-
tity about the SCI event;

(B) A copy of any information dis-
seminated pursuant to paragraph (c) of
this section by the SCI entity to date
regarding the SCI event to any of its
members or participants; and

(C) An analysis of parties that may
have experienced a loss, whether mone-
tary or otherwise, due to the SCI
event, the number of such parties, and
an estimate of the aggregate amount of
such loss.
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(5) The requirements of paragraphs
(b)(1) through (4) of this section shall
not apply to any SCI event that has
had, or the SCI entity reasonably esti-
mates would have, no or a de minimis
impact on the SCI entity’s operations
or on market participants. For such
events, each SCI entity shall:

(i) Make, keep, and preserve records
relating to all such SCI events; and

(ii) Submit to the Commission a re-
port, within 30 calendar days after the
end of each calendar quarter, con-
taining a summary description of such
systems disruptions and systems intru-
sions, including the SCI systems and,
for systems intrusions, indirect SCI
systems, affected by such systems dis-
ruptions and systems intrusions during
the applicable calendar quarter.

(c) Dissemination of SCI events. (1)
Each SCI entity shall:

(i) Promptly after any responsible
SCI personnel has a reasonable basis to
conclude that an SCI event that is a
systems disruption or systems compli-
ance issue has occurred, disseminate
the following information about such
SCI event:

(A) The system(s) affected by the SCI
event; and

(B) A summary description of the SCI
event; and

(ii) When known, promptly further
disseminate the following information
about such SCI event:

(A) A detailed description of the SCI
event;

(B) The SCI entity’s current assess-
ment of the types and number of mar-
ket participants potentially affected
by the SCI event; and

(C) A description of the progress of
its corrective action for the SCI event
and when the SCI event has been or is
expected to be resolved; and

(iii) Until resolved, provide regular
updates of any information required to
be disseminated wunder paragraphs
(c)(1)(i) and (ii) of this section.

(2) Each SCI entity shall, promptly
after any responsible SCI personnel has
a reasonable basis to conclude that a
SCI event that is a systems intrusion
has occurred, disseminate a summary
description of the systems intrusion,
including a description of the correc-
tive action taken by the SCI entity and
when the systems intrusion has been or
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is expected to be resolved, unless the
SCI entity determines that dissemina-
tion of such information would likely
compromise the security of the SCI en-
tity’s SCI systems or indirect SCI sys-
tems, or an investigation of the sys-
tems intrusion, and documents the rea-
sons for such determination.

(83) The information required to be
disseminated under paragraphs (c)(1)
and (2) of this section promptly after
any responsible SCI personnel has a
reasonable basis to conclude that an
SCI event has occurred, shall be
promptly disseminated by the SCI enti-
ty to those members or participants of
the SCI entity that any responsible SCI
personnel has reasonably estimated
may have been affected by the SCI
event, and promptly disseminated to
any additional members or partici-
pants that any responsible SCI per-
sonnel subsequently reasonably esti-
mates may have been affected by the
SCI event; provided, however, that for
major SCI events, the information re-
quired to be disseminated under para-
graphs (c)(1) and (2) of this section
shall be promptly disseminated by the
SCI entity to all of its members or par-
ticipants.

(4) The requirements of paragraphs
(¢)(1) through (3) of this section shall
not apply to:

(i) SCI events to the extent they re-
late to market regulation or market
surveillance systems; or

(ii) Any SCI event that has had, or
the SCI entity reasonably estimates
would have, no or a de minimis impact
on the SCI entity’s operations or on
market participants.

§242.1003 Obligations related to sys-
tems changes; SCI review.

(a) Systems changes. Each SCI entity
shall:

(1) Within 30 calendar days after the
end of each calendar quarter, submit to
the Commission a report describing
completed, ongoing, and planned mate-
rial changes to its SCI systems and the
security of indirect SCI systems, dur-
ing the prior, current, and subsequent
calendar quarters, including the dates
or expected dates of commencement
and completion. An SCI entity shall es-
tablish reasonable written criteria for
identifying a change to its SCI systems

§242.1004

and the security of indirect SCI sys-
tems as material and report such
changes in accordance with such cri-
teria.

(2) Promptly submit a supplemental
report notifying the Commission of a
material error in or material omission
from a report previously submitted
under this paragraph (a).

(b) SCI review. Each SCI entity shall:

(1) Conduct an SCI review of the SCI
entity’s compliance with Regulation
SCI not less than once each calendar
year; provided, however, that:

(i) Penetration test reviews of the
network, firewalls, and production sys-
tems shall be conducted at a frequency
of not less than once every three years;
and

(ii) Assessments of SCI systems di-
rectly supporting market regulation or
market surveillance shall be conducted
at a frequency based upon the risk as-
sessment conducted as part of the SCI
review, but in no case less than once
every three years; and

(2) Submit a report of the SCI review
required by paragraph (b)(1) of this sec-
tion to senior management of the SCI
entity for review no more than 30 cal-
endar days after completion of such
SCI review; and

(3) Submit to the Commission, and to
the board of directors of the SCI entity
or the equivalent of such board, a re-
port of the SCI review required by
paragraph (b)(1) of this section, to-
gether with any response by senior
management, within 60 calendar days
after its submission to senior manage-
ment of the SCI entity.

§242.1004 SCI entity business con-
tinuity and disaster recovery plans
testing requirements for members
or participants.

With respect to an SCI entity’s busi-
ness continuity and disaster recovery
plans, including its backup systems,
each SCI entity shall:

(a) Establish standards for the des-
ignation of those members or partici-
pants that the SCI entity reasonably
determines are, taken as a whole, the
minimum necessary for the mainte-
nance of fair and orderly markets in
the event of the activation of such
plans;

109

PO 00000 Frm 00119 Fmt8010 Sfmt8010 QM7\17V5.TXT PC31



sfrattini on LAPCK6H6L3 with DISTILLER

VerDate Sep<11>2014

10:50 Jul 25, 2023  Jkt 259061

§242.1005

(b) Designate members or partici-
pants pursuant to the standards estab-
lished in paragraph (a) of this section
and require participation by such des-
ignated members or participants in
scheduled functional and performance
testing of the operation of such plans,
in the manner and frequency specified
by the SCI entity, provided that such
frequency shall not be less than once
every 12 months; and

(c) Coordinate the testing of such
plans on an industry- or sector-wide
basis with other SCI entities.

§242.1005 Recordkeeping require-
ments related to compliance with
Regulation SCI.

(a) An SCI SRO shall make, keep, and
preserve all documents relating to its
compliance with Regulation SCI as
prescribed in §240.17a-1 of this chapter.

(b) An SCI entity that is not an SCI
SRO shall:

(1) Make, keep, and preserve at least
one copy of all documents, including
correspondence, memoranda, papers,
books, notices, accounts, and other
such records, relating to its compliance
with Regulation SCI, including, but
not limited to, records relating to any
changes to its SCI systems and indirect
SCI systems;

(2) Keep all such documents for a pe-
riod of not less than five years, the
first two years in a place that is read-
ily accessible to the Commission or its
representatives for inspection and ex-
amination; and

(3) Upon request of any representa-
tive of the Commission, promptly fur-
nish to the possession of such rep-
resentative copies of any documents re-
quired to be kept and preserved by it
pursuant to paragraphs (b)(1) and (2) of
this section.

(c) Upon or immediately prior to
ceasing to do business or ceasing to be
registered under the Securities Ex-
change Act of 1934, an SCI entity shall
take all necessary action to ensure
that the records required to be made,
kept, and preserved by this section
shall be accessible to the Commission
and its representatives in the manner
required by this section and for the re-
mainder of the period required by this
section.

17 CFR Ch. Il (4-1-23 Edition)

§242.1006 Electronic filing and sub-
mission.

(a) Except with respect to notifica-
tions to the Commission made pursu-
ant to §242.1002(b)(1) or updates to the
Commission made pursuant to para-
graph §242.1002(b)(3), any notification,
review, description, analysis, or report
to the Commission required to be sub-
mitted under Regulation SCI shall be
filed electronically on Form SCI
(§249.1900 of this chapter), include all
information as prescribed in Form SCI
and the instructions thereto, and con-
tain an electronic signature; and

(b) The signatory to an electronically
filed Form SCI shall manually sign a
signature page or document, in the
manner prescribed by Form SCI, au-
thenticating, acknowledging, or other-
wise adopting his or her signature that
appears in typed form within the elec-
tronic filing. Such document shall be
executed before or at the time Form
SCI is electronically filed and shall be
retained by the SCI entity in accord-
ance with §242.1005.

§242.1007 Requirements for
bureaus.

service

If records required to be filed or kept
by an SCI entity under Regulation SCI
are prepared or maintained by a service
bureau or other recordkeeping service
on behalf of the SCI entity, the SCI en-
tity shall ensure that the records are
available for review by the Commission
and its representatives by submitting a
written undertaking, in a form accept-
able to the Commission, by such serv-
ice bureau or other recordkeeping serv-
ice, signed by a duly authorized person
at such service bureau or other record-
keeping service. Such a written under-
taking shall include an agreement by
the service bureau to permit the Com-
mission and its representatives to ex-
amine such records at any time or from
time to time during business hours,
and to promptly furnish to the Com-
mission and its representatives true,
correct, and current electronic files in
a form acceptable to the Commission
or its representatives or hard copies of
any or all or any part of such records,
upon request, periodically, or continu-
ously and, in any case, within the same
time periods as would apply to the SCI
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entity for such records. The prepara-
tion or maintenance of records by a
service bureau or other recordkeeping
service shall not relieve an SCI entity
from its obligation to prepare, main-
tain, and provide the Commission and
its representatives access to such
records.

PART 243—REGULATION FD

Sec.

243.100 General rule regarding selective dis-
closure.

243.101 Definitions.

243.102 No effect on antifraud liability.

243.103 No effect on Exchange Act reporting
status.

AUTHORITY: 15 U.S.C. 78c, 78i, 78j, 78m, 780,
78w, T8mm, and 80a-29, unless otherwise
noted.

SOURCE: 656 FR 51738, Aug. 24, 2000, unless
otherwise noted.

§243.100 General rule regarding selec-
tive disclosure.

(a) Whenever an issuer, or any person
acting on its behalf, discloses any ma-
terial nonpublic information regarding
that issuer or its securities to any per-
son described in paragraph (b)(1) of this
section, the issuer shall make public
disclosure of that information as pro-
vided in §243.101(e):

(1) Simultaneously, in the case of an
intentional disclosure; and

(2) Promptly, in the case of a non-in-
tentional disclosure.

(b)(1) Except as provided in para-
graph (b)(2) of this section, paragraph
(a) of this section shall apply to a dis-
closure made to any person outside the
issuer:

(i) Who is a broker or dealer, or a per-
son associated with a broker or dealer,
as those terms are defined in Section
3(a) of the Securities Exchange Act of
1934 (15 U.S.C. 78c(a));

(ii) Who is an investment adviser, as
that term 1is defined in Section
202(a)(11) of the Investment Advisers
Act of 1940 (15 U.S.C. 80b—2(a)(11)); an
institutional investment manager, as
that term is defined in Section 13(f)(6)
of the Securities Exchange Act of 1934
(15 U.S.C. 78m(f)(6)), that filed a report
on Form 13F (17 CFR 249.325) with the
Commission for the most recent quar-
ter ended prior to the date of the dis-

§243.100

closure; or a person associated with ei-
ther of the foregoing. For purposes of
this paragraph, a ‘‘person associated
with an investment adviser or institu-
tional investment manager’ has the
meaning set forth in Section 202(a)(17)
of the Investment Advisers Act of 1940
(156 U.S.C. 80b-2(a)(17)), assuming for
these purposes that an institutional in-
vestment manager is an investment ad-
viser;

(iii) Who is an investment company,
as defined in Section 3 of the Invest-
ment Company Act of 1940 (15 U.S.C.
80a-3), or who would be an investment
company but for Section 3(c)(1) (15
U.S.C. 80a-3(c)(1)) or Section 3(c)(7) (15
U.S.C. 80a-3(c)(7)) thereof, or an affili-
ated person of either of the foregoing.
For purposes of this paragraph, ‘‘affili-
ated person’ means only those persons
described in Section 2(a)(3)(C), (D), (E),
and (F) of the Investment Company
Act of 1940 (15 U.S.C. 80a—2(a)(3)(C), (D),
(B), and (F)), assuming for these pur-
poses that a person who would be an in-
vestment company but for Section
3(c)(1) (156 U.S.C. 80a—-3(c)(1)) or Section
3(c)(7T) (156 U.S.C. 80a-3(c)(7)) of the In-
vestment Company Act of 1940 is an in-
vestment company; or

(iv) Who is a holder of the issuer’s se-
curities, under circumstances in which
it is reasonably foreseeable that the
person will purchase or sell the issuer’s
securities on the basis of the informa-
tion.

(2) Paragraph (a) of this section shall
not apply to a disclosure made:

(i) To a person who owes a duty of
trust or confidence to the issuer (such
as an attorney, investment banker, or
accountant);

(ii) To a person who expressly agrees
to maintain the disclosed information
in confidence;

(iii) In connection with a securities
offering registered under the Securities
Act, other than an offering of the type
described in any of Rule 415(a)(1)(i)
through (vi) under the Securities Act
(§230.415(a)(1)(i) through (vi) of this
chapter) (except an offering of the type
described in Rule 415(a)(1)(i) under the
Securities Act (§230.415(a)(1)(i) of this
chapter) also involving a registered of-
fering, whether or not underwritten,
for capital formation purposes for the
account of the issuer (unless the
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