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§248.30 Procedures to safeguard cus-
tomer information, including re-
sponse programs for unauthorized
access to customer information and
customer notice; disposal of cus-
tomer information and consumer
information.

(a) Policies and procedures to safeguard
customer information—(1) General re-
quirements. BEvery covered institution
must develop, implement, and main-
tain written policies and procedures
that address administrative, technical,
and physical safeguards for the protec-
tion of customer information.

(2) Objectives. These written policies
and procedures must be reasonably de-
signed to:

(i) Ensure the security and confiden-
tiality of customer information;

(ii) Protect against any anticipated
threats or hazards to the security or
integrity of customer information; and

(iii) Protect against unauthorized ac-
cess to or use of customer information
that could result in substantial harm
or inconvenience to any customer.

(3) Response programs for unauthorized
access to or use of customer information.
Written policies and procedures in
paragraph (a)(1) of this section must
include a program reasonably designed
to detect, respond to, and recover from
unauthorized access to or use of cus-
tomer information, including customer
notification procedures. This response
program must include procedures for
the covered institution to:

(i) Assess the nature and scope of any
incident involving unauthorized access
to or use of customer information and
identify the customer information sys-
tems and types of customer informa-
tion that may have been accessed or
used without authorization;

(ii) Take appropriate steps to contain
and control the incident to prevent fur-
ther unauthorized access to or use of
customer information; and

(iii) Notify each affected individual
whose sensitive customer information
was, or is reasonably likely to have
been, accessed or used without author-
ization in accordance with paragraph
(a)(4) of this section unless the covered
institution determines, after a reason-
able investigation of the facts and cir-
cumstances of the incident of unau-
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thorized access to or use of sensitive
customer information, that the sen-
sitive customer information has not
been, and is not reasonably likely to
be, used in a manner that would result
in substantial harm or inconvenience.

(4) Notifying affected individuals of un-
authorized access or use—(i) Notification
obligation. Unless a covered institution
has determined, after a reasonable in-
vestigation of the facts and cir-
cumstances of the incident of unau-
thorized access to or use of sensitive
customer information that occurred at
the covered institution or one of its
service providers that is not itself a
covered institution, that sensitive cus-
tomer information has not been, and is
not reasonably likely to be, used in a
manner that would result in substan-
tial harm or inconvenience, the cov-
ered institution must provide a clear
and conspicuous notice, or ensure that
such notice is provided, to each af-
fected individual whose sensitive cus-
tomer information was, or is reason-
ably likely to have been, accessed or
used without authorization. The notice
must be transmitted by a means de-
signed to ensure that each affected in-
dividual can reasonably be expected to
receive actual notice in writing.

(ii) Affected individuals. If an incident
of unauthorized access to or use of cus-
tomer information has occurred or is
reasonably likely to have occurred, but
the covered institution is unable to
identify which specific individuals’ sen-
sitive customer information has been
accessed or used without authoriza-
tion, the covered institution must pro-
vide notice to all individuals whose
sensitive customer information resides
in the customer information system
that was, or was reasonably likely to
have been, accessed or used without au-
thorization. Notwithstanding the fore-
going, if the covered institution rea-
sonably determines that a specific indi-
vidual’s sensitive customer informa-
tion that resides in the customer infor-
mation system was not accessed or
used without authorization, the cov-
ered institution is not required to pro-
vide notice to that individual under
this paragraph.

(iii) Timing. A covered institution
must provide the notice as soon as
practicable, but not later than 30 days,
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after becoming aware that unauthor-
ized access to or use of customer infor-
mation has occurred or is reasonably
likely to have occurred unless the
United States Attorney General deter-
mines that the notice required under
this rule poses a substantial risk to na-
tional security or public safety, and
notifies the Commission of such deter-
mination in writing, in which case the
covered institution may delay pro-
viding such notice for a time period
specified by the Attorney General, up
to 30 days following the date when such
notice was otherwise required to be
provided. The notice may be delayed
for an additional period of up to 30 days
if the Attorney General determines
that the notice continues to pose a sub-
stantial risk to national security or
public safety and notifies the Commis-
sion of such determination in writing.
In extraordinary circumstances, notice
required under this section may be de-
layed for a final additional period of up
to 60 days if the Attorney General de-
termines that such notice continues to
pose a substantial risk to national se-
curity and notifies the Commission of
such determination in writing. Beyond
the final 60-day delay under this para-
graph (a)(4)(iii), if the Attorney Gen-
eral indicates that further delay is nec-
essary, the Commission will consider
additional requests for delay and may
grant such delay through Commission
exemptive order or other action.

(iv) Notice contents. The notice must:

(A) Describe in general terms the in-
cident and the type of sensitive cus-
tomer information that was or is rea-
sonably believed to have been accessed
or used without authorization;

(B) Include, if the information is rea-
sonably possible to determine at the
time the notice is provided, any of the
following: the date of the incident, the
estimated date of the incident, or the
date range within which the incident
occurred;

(C) Include contact information suffi-
cient to permit an affected individual
to contact the covered institution to
inquire about the incident, including
the following: a telephone number
(which should be a toll-free number if
available), an email address or equiva-
lent method or means, a postal address,
and the name of a specific office to
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contact for further information and as-
sistance;

(D) If the individual has an account
with the covered institution, rec-
ommend that the customer review ac-
count statements and immediately re-
port any suspicious activity to the cov-
ered institution;

(E) Explain what a fraud alert is and
how an individual may place a fraud
alert in the individual’s credit reports
to put the individual’s creditors on no-
tice that the individual may be a vic-
tim of fraud, including identity theft;

(F) Recommend that the individual
periodically obtain credit reports from
each nationwide credit reporting com-
pany and that the individual have in-
formation relating to fraudulent trans-
actions deleted;

(G) Explain how the individual may
obtain a credit report free of charge;
and

(H) Include information about the
availability of online guidance from
the Federal Trade Commission and
usa.gov regarding steps an individual
can take to protect against identity
theft, a statement encouraging the in-
dividual to report any incidents of
identity theft to the Federal Trade
Commission, and include the Federal
Trade Commission’s website address
where individuals may obtain govern-
ment information about identity theft
and report suspected incidents of iden-
tity theft.

(5) Service providers. (i) A covered in-
stitution’s response program prepared
in accordance with paragraph (a)(3) of
this section must include the establish-
ment, maintenance, and enforcement
of written policies and procedures rea-
sonably designed to require oversight,
including through due diligence and
monitoring, of service providers, in-
cluding to ensure that the covered in-
stitution notifies affected individuals
as set forth in paragraph (a)(4) of this
section. The policies and procedures
must be reasonably designed to ensure
service providers take appropriate
measures to:

(A) Protect against unauthorized ac-
cess to or use of customer information;
and

(B) Provide notification to the cov-
ered institution as soon as possible, but
no later than 72 hours after becoming
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aware that a breach in security has oc-
curred resulting in unauthorized access
to a customer information system
maintained by the service provider.
Upon receipt of such notification, the
covered institution must initiate its
incident response program adopted pur-
suant to paragraph (a)(3) of this sec-
tion.

(ii) As part of its incident response
program, a covered institution may
enter into a written agreement with its
service provider to notify affected indi-
viduals on the covered institution’s be-
half in accordance with paragraph
(a)(4) of this section.

(iii) Notwithstanding a covered insti-
tution’s use of a service provider in ac-
cordance with paragraphs (a)(5)(i) and
(ii) of this section, the obligation to en-
sure that affected individuals are noti-
fied in accordance with paragraph
(a)(4) of this section rests with the cov-
ered institution.

(b) Disposal of comsumer information
and customer information—(1) Standard.
Every covered institution, other than
notice-registered broker-dealers, must
properly dispose of consumer informa-
tion and customer information by tak-
ing reasonable measures to protect
against unauthorized access to or use
of the information in connection with
its disposal.

(2) Written policies, procedures, and
records. Hvery covered institution,
other than notice-registered broker-
dealers, must adopt and implement
written policies and procedures that
address the proper disposal of con-
sumer information and customer infor-
mation according to the standard iden-
tified in paragraph (b)(1) of this sec-
tion.

(3) Relation to other laws. Nothing in
this paragraph (b) shall be construed:

(i) To require any covered institution
to maintain or destroy any record per-
taining to an individual that is not im-
posed under other law; or

(ii) To alter or affect any require-
ment imposed under any other provi-
sion of law to maintain or destroy
records.

(c) Recordkeeping. (1) Every covered
institution that is an investment com-
pany under the Investment Company
Act of 1940 (156 U.S.C. 80a), but is not
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registered under section 8 thereof (15
U.S.C. 80a-8), must make and maintain:

(i) The written policies and proce-
dures required to be adopted and imple-
mented pursuant to paragraph (a)(1) of
this section;

(ii) The written documentation of
any detected unauthorized access to or
use of customer information, as well as
any response to, and recovery from
such unauthorized access to or use of
customer information vrequired by
paragraph (a)(3) of this section;

(iii) The written documentation of
any investigation and determination
made regarding whether notification is
required pursuant to paragraph (a)(4) of
this section, including the basis for any
determination made, any written docu-
mentation from the United States At-
torney General related to a delay in
notice, as well as a copy of any notice
transmitted following such determina-
tion;

(iv) The written policies and proce-
dures required to be adopted and imple-
mented pursuant to paragraph (a)(5)(d)
of this section;

(v) The written documentation of any
contract or agreement entered into
pursuant to paragraph (a)(5) of this sec-
tion; and

(vi) The written policies and proce-
dures required to be adopted and imple-
mented pursuant to paragraph (b)(2) of
this section.

(2) In the case of covered institutions
described in paragraph (c)(1) of this
section, such records, apart from any
policies and procedures, must be pre-
served for a time period not less than
six years, the first two years in an eas-
ily accessible place. In the case of poli-
cies and procedures required under
paragraphs (a) and (b)(2) of this sec-
tion, covered institutions described in
paragraph (c)(1) of this section must
maintain a copy of such policies and
procedures in effect, or that at any
time within the past six years were in
effect, in an easily accessible place.

(d) Definitions. As used in this sec-
tion, unless the context otherwise re-
quires:

(1) Consumer information means:

(i) Any record about an individual,
whether in paper, electronic or other
form, that is a consumer report or is
derived from a consumer report, or a
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compilation of such records, that a
covered institution maintains or other-
wise possesses for a business purpose
regardless of whether such information
pertains to:

(A) Individuals with whom the cov-
ered institution has a customer rela-
tionship; or

(B) To the customers of other finan-
cial institutions where such informa-
tion has been provided to the covered
institution.

(ii) Consumer information does not
include information that does not iden-
tify individuals, such as aggregate in-
formation or blind data.

(2) Consumer report has the same
meaning as in section 603(d) of the Fair
Credit Reporting Act (@15 TU.S.C.
168la(d)).

(8) Covered institution means any
broker or dealer, any investment com-
pany, and any investment adviser or
transfer agent registered with the
Commission or another appropriate
regulatory agency (‘‘ARA’) as defined
in section 3(a)(34)(B) of the Securities
Exchange Act of 1934.

(4) Customer. (i) Customer has the
same meaning as in §248.3(j) unless the
covered institution is a transfer agent
registered with the Commission or an-
other ARA.

(ii) With respect to a transfer agent
registered with the Commission or an-
other ARA, for purposes of this section,
customer means any natural person who
is a securityholder of an issuer for
which the transfer agent acts or has
acted as a transfer agent.

(5) Customer information. (i) Customer
information for any covered institution
other than a transfer agent registered
with the Commission or another ARA
means any record containing nonpublic
personal information as defined in
§248.3(t) about a customer of a finan-
cial institution, whether in paper, elec-
tronic or other form, that is in the pos-
session of a covered institution or that
is handled or maintained by the cov-
ered institution or on its behalf regard-
less of whether such information per-
tains to:

(A) Individuals with whom the cov-
ered institution has a customer rela-
tionship; or

(B) To the customers of other finan-
cial institutions where such informa-
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tion has been provided to the covered
institution.

(ii) With respect to a transfer agent
registered with the Commission or an-
other ARA, customer information means
any record containing nonpublic per-
sonal information as defined in
§248.3(t) identified with any natural
person, who is a securityholder of an
issuer for which the transfer agent acts
or has acted as transfer agent, that is
in the possession of a transfer agent or
that is handled or maintained by the
transfer agent or on its behalf, regard-
less of whether such information per-
tains to individuals with whom the
transfer agent has a customer relation-
ship, or pertains to the customers of
other financial institutions and has
been provided to the transfer agent.

(6) Customer information  systems
means the information resources
owned or used by a covered institution,
including physical or virtual infra-
structure controlled by such informa-
tion resources, or components thereof,
organized for the collection, proc-
essing, maintenance, use, sharing, dis-
semination, or disposition of customer
information to maintain or support the
covered institution’s operations.

(7) Disposal means:

(i) The discarding or abandonment of
consumer information or customer in-
formation; or

(ii) The sale, donation, or transfer of
any medium, including computer
equipment, on which consumer infor-
mation or customer information is
stored.

(8) Notice-registered broker-dealer
means a broker or dealer registered by
notice with the Commission under sec-
tion 15(b)(11) of the Securities Ex-
change Act of 1934 (15 U.S.C. 780(b)(11)).

(9) Sensitive customer information. (i)
Sensitive customer information means
any component of customer informa-
tion alone or in conjunction with any
other information, the compromise of
which could create a reasonably likely
risk of substantial harm or inconven-
ience to an individual identified with
the information.

(ii) Examples of sensitive customer
information include:

(A) Customer information uniquely
identified with an individual that has a
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reasonably likely use as a means of au-
thenticating the individual’s identity,
including

(I) A Social Security number, official
State- or government-issued driver’s li-
cense or identification number, alien
registration number, government pass-
port number, employer or taxpayer
identification number;

(2) A biometric record;

(3) A unique electronic identification
number, address, or routing code;

(4) Telecommunication identifying
information or access device (as de-
fined in 18 U.S.C. 1029(e)); or

(B) Customer information identifying
an individual or the individual’s ac-
count, including the individual’s ac-
count number, name or online user
name, in combination with authen-
ticating information such as informa-
tion described in paragraph (d)(9)(ii)(A)
of this section, or in combination with
similar information that could be used
to gain access to the customer’s ac-
count such as an access code, a credit
card expiration date, a partial Social
Security number, a security code, a se-
curity question and answer identified
with the individual or the individual’s
account, or the individual’s date of
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birth, place of birth, or mother’s maid-
en name.

(10) Service provider means any person
or entity that receives, maintains,
processes, or otherwise is permitted ac-
cess to customer information through
its provision of services directly to a
covered institution.

(11) Transfer agent has the same
meaning as in section 3(a)(25) of the Se-
curities Exchange Act of 1934 (15 U.S.C.
78c(a)(2b)).

[89 FR 47786, June 3, 2024]
§§248.31-248.100 [Reserved]

APPENDIX A TO SUBPART A OF PART
248—FORMS

A. Any person may view and print this
form at: hitp://www.sec.gov/about/forms/
secforms.htm.

B. Use of Form S-P by brokers, dealers,
and investment companies, and investment
advisers registered with the Commission
constitutes compliance with the notice con-
tent requirements of §§248.6 and 248.7 of this
part.

FORM S-P—MODEL PRIVACY FORM

A. The Model Privacy Form
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