[image: ]

	State of Florida
	Enterprise Architecture
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	[bookmark: _heading=h.lnxbz9]INITIATIVE INFORMATION

	Sponsor Name:
	
	Date: 
	

	Project Manager (PM):
	
	Agency: 
	

	PM Email:
	
	PM Phone:
	

	Initiative Name:
	
	

	

	INSTRUCTIONS FOR FORM COMPLETION AND SUBMISSION: Submit the FL[DS]-01, or an equivalent, to FL[DS]. The Enterprise Agency must maintain all supporting documentation to the FL[DS]-01 and make copies available to FL[DS] upon request. The Strategy, Business, and Systems Domains and associated deliverables must be completed and submitted to FL[DS] prior to initiating the purchase or acquisition of Technology Asset(s) exceeding $195,000 in accordance with paragraphs (6) and (7) of Rule 60GG-5.002, F.A.C. Complete the remaining Domains and submit to FL[DS] prior to the scheduled Implementation date for the Solution and in accordance with paragraphs (6) and (7) of Rule 60GG-5.002, F.A.C. When the Enterprise Agency makes any changes to a Technology Asset(s) which alters previous information provided in a submitted FL[DS]-01, or an equivalent, the Enterprise Agency must submit an updated FL[DS]-01, or an equivalent, to FL[DS] prior to implementation of the change. Any updated FL[DS]-01, or equivalent, should include updating the information for each Domain impacted by the change.

* When completing the form, Agencies may indicate “not applicable,” or “covered by contractual agreement,” as appropriate for the Technology Asset(s). Provide additional detail explaining the statement, as applicable.

	

	[bookmark: _heading=h.8zb9d865q5z8]STRATEGY DOMAIN DELIVERABLES 

	PROBLEM: 
Identify the problems that  drive the development of the Technology Project’s goals.

	Describe the business function(s) or program(s) the Technology Project seeks to improve.
	

	What operational improvements are the primary driver(s) for this Technology Project? (e.g., wait/hold time, employee turnover)
	

	What are the challenges in the current service delivery system? (e.g., Incomplete transactions, security vulnerabilities)
	

	METRICS: 
Establish metrics to measure outcomes and evaluate the Technology Project’s success, which will be used to ensure Accountability.  

	Quantify the challenges being experienced by the current service delivery system? (e.g., average wait time, % of transactions not successfully completed)
	

	Describe how the project will be quantifiably measured for success. (e.g., “x%” expected reduction in average wait time, “y% increase expected in successful transactions)
	

	List how the financial impact of the project will be measured (i.e., Return on Investment, etc.).
	

	Confirm whether financial consequences or incentives will be included in the procurement and contracting process for achieving quantifiable vendor performance in furtherance of the Technology Project’s success.
	

	Describe alternative approaches or methodologies  which have been analyzed both from financial and operational perspectives.
	




	[bookmark: _heading=h.1ksv4uv]BUSINESS DOMAIN DELIVERABLES 

	REQUIREMENTS:
 Identify federal and state mandates to ensure that Enterprise Agencies meet the requirements for program administration.

	Is there a change in statutory, administrative, departmental, security, or other compliance related requirement(s) driving this Technology Project? Describe and include any required implementation dates, if applicable. (If no, skip the following question or mark “N/A”)
	

	Is the change in statutory, administrative, departmental, security, or other compliance related requirements noted above the primary driver for this Technology Project?
	

	OPERATIONAL IMPACT:
 Identify the services offered that would be impacted by the Technology Project, the recipient/consumers of services, and how the proposed Technology Asset will improve the service(s) delivery and utilization.

	Describe the most typical recipients/consumers of the services for which this technology initiative would support and is meant to improve (e.g., family receiving food stamps, new resident trying to start a business in the state).
	

	Describe the most typical service(s) providers for which this technology initiative would support and is meant to provide improvements to (e.g., case worker, customer service rep).
	

	Describe the services typically provided through existing operations that would be impacted by the Technology Project. (e.g., SNAP eligibility, reemployment assistance).
	

	Describe how the services that would be impacted by the Technology Project are currently delivered (e.g., legacy application, paper based, in-person). 
	

	Describe how technology supports current service delivery.
	

	Describe how  service delivery is currently measured and what metrics are being used.
	

	BUDGET ESTIMATES:
 Identify the estimated budget for the Technology Project. 

	For the current service delivery, describe the total cost to provide each unit of the service which will be directly impacted by the proposed Technology Project and provide the aggregate cost for delivering these listed units (e.g., employee time).
	

	For the proposed technology Solution, describe the expected total cost per  unit(s) of the service and the aggregate cost for all listed units.. 
	

	Describe any expected or anticipated recurring fiscal need for this proposed technology Solution.
	

	Describe the expected total cost for the proposed technology Solution.
	



	SYSTEMS DOMAIN DELIVERABLES 

	CURRENTLY DEPLOYED ASSETS WITHIN THE ENTERPRISE: 
Assess currently deployed assets that provide similar functionality to identify potential cost savings and support Digital Interoperability.  

	Verify that there is not an existing Enterprise-wide licensing agreement for a Solution offered by FL[DS] which could be adopted by the Enterprise Agency without restrictions that appropriately solves the Enterprise Agency created Use Case(s). Appropriate Solutions may include Solutions that could be customized. The Enterprise Agency should confirm availability through FL[DS].
	

	MARKET ANALYSIS (IF NEW DEPLOYMENT IN THE ENTERPRISE): 
Assess market options that provide similar functionality to identify alternative Solutions and potential cost savings.  

	Determine if the technology best solves the Enterprise Agency created Use Case(s) by conducting a market analysis on available market technology. 
	

	Verify, through consultation with FL[DS], that there is not better pricing available for the Enterprise Agency’s Solution.
	

	TECHNICAL ARCHITECTURE:
 Develop the Enterprise Agency’s Technical Architecture to provide an understanding of the complete technological environment. 

	Develop a diagram demonstrating the arrangement, interaction, and interdependence of the Technology Assets within the Solution and where these assets will be located in the Enterprise Agency’s Architecture.




	

	COMPLIANCE WITH ENTERPRISE, INDUSTRY, AND CYBERSECURITY STANDARDS: 
Alignment with Enterprise, industry, and Cybersecurity Standards.

	List any industry Standards the Enterprise Agency proposes to use to comply with the Enterprise Architecture. (e.g. National Institute of Standards and Technology Federal Information Protection Standards, US Department of Defense Standards, etc.)
	




	SECURITY DOMAIN DELIVERABLES 

	[bookmark: _Toc79674800]SECURITY TESTING: 
All Information Systems must employ a process intended to reveal or highlight flaws in the system that could put Data and functionality at risk.

	Create and maintain policies and procedures for testing, as well as any applicable testing results demonstrating that all Information Systems completed Security Testing. Testing includes, but is not limited to: Vulnerability Scanning, Security Scanning, Penetration Testing, and Risk Assessment.
	

	Create and maintain policies and procedures that demonstrate compliance with security testing requirements found in Rule Chapter 60GG-2, F.A.C. 
	

	[bookmark: _Toc79674801]COMPREHENSIVE RISK MANAGEMENT FRAMEWORK:
 Managing organizational risk is paramount to effective information Security and Privacy programs.

	Create and maintain policies and procedures that demonstrate compliance with the comprehensive risk management framework outlined in Rule Chapter 60GG-2, F.A.C., which integrate Security, Privacy, and supply chain risk management activities into the system development life cycle. 
	

	[bookmark: _Toc79674802]TRANSITION TO THE .FL.GOV OR .GOV NAMESPACE: 
Reduces the risk of malicious action by bad actors while allowing FL[DS] to apply domain standardization and protection to all state government websites.

	Create an action plan for the Enterprise Agency’s transition to a .fl.gov or .gov namespace per the Florida Cybersecurity Task Force recommendations to facilitate the conversion of Enterprise Agency websites. The Enterprise Agency may request support from FL[DS] to facilitate the transition. 
	

	IDENTITY AND ACCESS MANAGEMENT (IAM):
Create an IAM plan to facilitate authenticated, secure, and reliable transactions through the validation of the identity of Enterprise devices, applications, entities, and individuals.

	Create and maintain an  IAM plan, policies, and procedures.
	

	FOREIGN COUNTRIES OF CONCERN:
Disclose the following information regarding contact between a foreign country of concern and the Enterprise Agency or any vendor associated with the current or proposed Technology Asset. 

	Has either the Enterprise Agency or any vendor providing commodities or services associated with the current or proposed Technology Asset been a party to a contract or agreement with a foreign country of concern as defined in section 286.101(1)(b), F.S., at any time during the previous 10 years? 
	☐No.
☐Yes.

If checked “yes,” disclose the following information relating to each applicable entity below:
· Name and address of the disclosing entity (Enterprise Agency or vendor),
· Date of the contract or agreement execution,
· Date of the contract or agreement termination, if applicable, 
· Amount of the contract or agreement, and
· Name of the applicable foreign country of concern.

	Has a foreign country of concern, as defined in section 286.101(1)(b), F.S., instructed, whether explicitly or implicitly, any vendor providing commodities or services associated with the current or proposed Technology Asset to hire, contract, or otherwise retain the skills of any individual which could have direct or indirect access to customer data?
	☐No.
☐Yes.

If checked “yes,” disclose the following information relating to each applicable entity below:
· Name and address of the vendor,
· Name of the applicable foreign country of concern,
· Information from the vendor regarding the explicit or implicit instruction it received from the foreign county of concern.





	DATA DOMAIN DELIVERABLES 

	DATA CATALOG AND DATA DICTIONARY: 
Continually provide FL[DS] with all necessary information to maintain a comprehensive Enterprise Data Catalog and Enterprise Data Dictionary to ensure that all state Data assets are inventoried and accounted for across the Enterprise.    

	Confirm the Enterprise Agency’s completion and submission of datasets to FL[DS] to be utilized in the Enterprise Data Catalog. Ensure metadata for datasets are submitted to FL[DS] to be included in, and appropriately available, in the Enterprise Data Catalog. 
	

	 Confirm the Enterprise Agency’s completion and submission of business terms for the datasets to be utilized in the Enterprise Data Catalog. Ensure the business terms for the dataset are completed and submitted to FL[DS] to be documented in the Data Dictionary. 
	

	DATA MANAGEMENT PLAN:
 Create and maintain a Data Management Plan to identify the Data  being collected and how the Enterprise Agency will manage Access and changes to the Data.  

	Create and maintain a plan that describes the lifecycle of the Data that is collected and managed as a part of the Data Management Plan from collection through archival.




	

	DATA SHARING AGREEMENTS:
 Establish a process for managing Data Sharing Agreements to mitigate the risk of loss and duplication of Data.

	Create and adopt a process for reviewing existing Enterprise Agency Data Sharing Agreements. 
	

	Create and maintain an internal repository of Data Sharing Agreements that can be made available to FL[DS], upon request.
	



	INFRASTRUCTURE DOMAIN DELIVERABLES 

	INFRASTRUCTURE DIAGRAM:
 Create and maintain a diagram to provide the context in which the Solution will exist. 

	Create and maintain a visual diagram of the physical and software assets that comprise the Solution including where the current and proposed Technology Asset(s) are located and how the Technology Asset(s) are connected. 
	

	Confirm the existence of appropriate development, test, and production environments. 
	

	CLOUD-FIRST POLICY COMPLIANCE:
 Establish a Cloud-First Policy that supports Interoperability throughout the Enterprise, which may increase efficiencies and create cost savings. 

	Establish a Cloud-First Policy. The policy must require consideration of cloud-computing Solutions in the Enterprise Agency’s sourcing strategy for technology Initiatives or upgrades whenever possible and feasible as prescribed in section 282.206, F.S., and Rule Chapter 60GG-4, F.A.C.
	

	IP ADDRESSES, URLS, DOMAIN NAMES, AND DOMAIN PROVIDERS:
 Create a plan for maintaining IP addresses, URLs, domain names, and domain providers which allows for an inventory that identifies resources that are set to expire and require updating.

	Identify and document the IP addresses, URLs, domain names, certificates, and domain provider(s) used to publicly identify an online interface so that these resources can be properly maintained and renewed. 
	

	Create and maintain a plan for maintaining IP addresses, URLs, domain names, and domain providers which allows for an inventory that identifies resources that are set to expire and require updating. The plan must include an established maintenance schedule and process.
	

	DISASTER RECOVERY PLAN:
 Create a disaster recovery plan which reduces risks an Enterprise Agency may face during a disaster.

	Create and maintain a disaster recovery plan that is operational, functional, and regularly validated. The  disaster recovery plan must identify a strategy for processing critical applications during a major hardware or software failure, outage, or the destruction of infrastructure. 
	




	TESTING DOMAIN DELIVERABLES 

	Document how the below testing and uptime requirements have been met.

	Testing Environment. Ensure the Testing Environment is included in the Infrastructure Diagram. The Testing Environment must be a replica of the Production Environment. 

	User guide. Develop a user guide that provides instruction on the use of the application or system from the perspective of a user.

	Training plan. Develop a plan to ensure that all user groups receive training necessary to use the application or system.

	User Acceptance Test results. Demonstrate that the system solves the Use Case(s) and fulfills business requirements.

	Uptime. If the Enterprise Agency is utilizing a vendor Solution, the agency must enter into a Service Level Agreement with the vendor establishing the vendor’s Solution meet an uptime percentage of  99.999% and the applicable financial consequences to be imposed for failure to meet the established uptime.

	Load Test results. If an Enterprise Agency is creating the source code or build for a Technology Asset(s) intended to support more than 10,000 users, the Enterprise Agency must provide results of the Load Test upon FL[DS] request. The Load Test results must show the maximum number of connections and transactions supported by the application or system without degradation.

	Code Review. Ensure that an assessment of the code used in an application is conducted to identify potential Security defects and Solutions.



1

1

Incorporated by Reference in Rule 60GG-5.002, F.A.C. Effective [04/2023].

image1.jpg




